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Abstract—Smart grids provide energy distribution with em-
powered capabilities thanks to the technological resources of
information systems. However, this also poses security threats
related to cyberattacks that are difficult to characterize. In this
paper, we present a game theoretic model of the interplay between
2 prosumers of a smart grid, interacting as attacker and defender
in a strategic setup, and one consumer which is assumed to
be passive. We analyze this problem by framing it as a static
game of complete information and providing theoretical and
numerical discussions of the Nash equilibrium solutions. Finally,
we obtain results that can serve as guidelines to characterize the
performance of smart grid systems and handle their reliability.

Index Terms—Energy management; Game theory; Smart
grids; Power system security; Cyberattacks.

I. INTRODUCTION

Smart grids enable two-way communication and data ex-
change between power generators, consumers, and grid oper-
ators to enhance the efficiency, reliability, and sustainability
of electricity generation, distribution, and consumption [1],
[2]. They are a special kind of networks, where nodes are
the consumers, all of which require energy and are supported
by advanced communication and control systems, but some
of them, called prosumers, are also able to generate energy,
e.g., through solar cells or other forms of energy harvesting,
in addition to utilize it [3], [4]. Some SG implementations,
such as community smart microgrids, foresee the option for
peer-to-peer energy exchange that can happen on multiple
timescales, even real-time. This is crucial to balance energy
fluctuations when the production is based on harvesting from
the environment, e.g., from solar or wind sources, which can
vary rapidly [5], [6], and is one of the key scenarios envisioned
by next generation communication networks [7], [8].
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However, due to their high reliance on cybercomponents,
smart grids are vulnerable to cyberattacks from both external
agents and internal participants. A particular threat is repre-
sented by false data injection (FDI), involving adversaries that
sabotage the communication through data alteration, resulting
in wrong choices of the network management [9]. FDI is often
assumed to be committed by an outside attacker [10]-[13], but
in a community SG environment, the prosumers themselves
can perform it, to damage neighboring competitors for their
own advantage, such as obtaining better profit from the energy
production towards the consumers [14].

In this contribution, we investigate the latter case, i.e.,
strategic interaction in a community microgrid between pro-
sumers. We focus on the attack-defense interplay between 2
prosumers with the aim to sell energy to a consumer, where the
outcome entirely follows from the communication signaling
exchanges and is therefore vulnerable to FDI [15]. Through
a game theoretic framework, we discuss the resulting Nash
equilibria (NEs) as possible operating points, which allows
to gain insight on the interaction but also hint at possible
guidelines for improving security in community SGs [16]. We
remark that, while our analysis focuses on the simultaneous
interaction of 2 prosumers with complete information, ours
are to be seen as foundational results that allow the extension
in future work to more complex scenarios, including more
than 2 prosumers, different timescales, and possibly incom-
plete information complemented with Bayesian reinforcement
learning [17]-[21].

A. Related literature

Driven by the need to decrease carbon emissions and im-
prove energy efficiency, energy management systems for smart
homes are gaining momentum [8]. In particular, peer-to-peer
sharing mechanisms enables prosumers within a community
microgrid to trade energy resources such as small-scale wind
turbines, solar photovoltaic panels, electric vehicle batteries
among each other, based on decentralized markets [22].

However, the integration with the communication network
also brings vulnerability to cyber-threats [11]. For example, the
exchange of false information may lead to wrong operations
and service disruptions [9]. In a less conspicuous way, this is
also a loophole that can be exploited by network prosumers
to their own profit [14]. This problem was investigated via
several methodologies, such as bi-level (attackers and de-
fenders) models that allow sequential and security-constrained
economic dispatch [23]. Most studies consider the problem



from the attacker’s standpoint, or identify the problem in
a scenario of complete information, without exploring the
strategic consequences [24], [25]. Other papers handle the
case of incomplete information, tackled by techniques such as
Q-learning, used to identify the optimal strategy of attack [26],
or attack region identification for unknown topologies by
adding lines with arbitrary reactance values [27], and an
adaptation of matrix theory to the case of incomplete informa-
tion [28]. These studies often provide approximate solutions
via heuristics.

Some more investigations took the perspective of the de-
fender, and examined its protection; however, these studies
are mostly just concerned on identifying how generic security
mechanisms can be introduced in the measurements, and it
ought to be noted that this often involves complex, possibly
NP-hard, techniques [29]. Detection schemes have adopted,
e.g., a joint transformation combined with Kullback-Leibler
distance [30] and short-term forecasting leveraging temporal
correlation [31]. Automated reasoning is exploited also in
these cases, based on deep supervised [32] or reinforcement
learning [20], [33]. These latter models are evaluated as-
suming that decisions made by either attackers or defenders
do not condition future decisions of the other agents. This
is reasonable only under the assumption that security is a
probabilistic measurement on the resilience and mitigation
of the system, which unfolds into a complex analysis [34].
Another proposed detection approach is a forecasting-aided
anomaly detection system exploiting a sequence-to-sequence
autoencoder to combat FDI via a two-stage approach: (i)
forecasting and (ii) detection of anomalies within the fore-
casting [35]. A deep learning architecture was used in [36], to
discover data intrusions, which allows the model to focus on
the parameters that show whether an attack was launched.

These approaches only take into account one side of the
decision process (either attackers or defenders). To study both
sides of cybersecurity attacks, a game theory rationale is
required [21]. Multiple re-interpretations of this same scenario
can be framed as static games, such as zero-sum interactions
to identify defense and attack in electricity markets [10]
or to optimize the deployment of PMUs [15]. Stackelberg
games [37] can be employed to decide which sensors to attack,
in the cases of 1 [18] up to n [17] adversaries, or games of
incomplete information [19]. Finally, a formulation as a bi-
level multi-stage Bayesian game where players exploit game
history to update their beliefs can be used to identify the losses
caused by FDI attacks that target a specific measurement [38].

B. Contribution of the paper

We present a game theoretic analysis of cyberattack and
defense among prosumers in a smart microgrid community
[2]. This is a scenario where multiple prosumers can sell their
overproduction of energy to a consumer, with a transaction
system that can take place over a very fast timescale, with little
supervision or regulation [14], [27]. The consumer, which is
not taken here as a strategic agent, would just choose to buy
energy from the prosumer reporting the highest production

level. However, another prosumer with lower production may
employ FDI to falsely alterate the reports and gain the spot
to sell energy to the consumer. In turn, the prosumer with the
legitimate highest level of production can adopt (or not) some
countermeasures to nullify this intervention [35].

In the end, our analysis considers the interaction between
these prosumers, seen as an attacker and a defender; however,
this can be expanded to multiple prosumers with different
levels of productions and the option to attack each other or
defend themselves by focusing on their pair-wise interplay.
The focus here is to analyze the strategic interaction between
these two prosumers, i.e., a game, for which we derive NEs
and infer practical conclusions through quantitative evaluations
[15].

On a broader level, our analysis enables the derivation of
criteria for enhancing security of community SG systems, such
as giving analytical guidelines for how to prevent FDI attacks.
This can be based on increasing surveillance so as to make
them more costly, or assessing the level of self-defense success
rate for which the attack can be thwarted - actually, if the
attacker is aware of these parameters being unfavorable to a
malicious activity, it will not even attempt it [9].

C. Paper outline

The rest of this paper is organized as follows. Section
IT introduces the game theoretic model. We then derive the
pure Nash equilibria in Section III, general strict dominance
relations in Section III, and the mixed Nash equilibria in
Section IV. Numerical evaluations are shown in Section V,
which leads to the conclusions and future research directions
in Section VL.

II. GAME THEORY ANALYSIS

We consider a smart grid community with multiple pro-
sumers and one consumer. Each prosumer has a different
energy production level and is interested in selling it to the
consumer. The latter chooses the prosumer providing the
highest energy level, to ensure efficiency and reliability [6].
As will be clear in the following, we can restrict the analysis
to the case of two prosumers only, denoted as 1 and 2, without
loss of generality. This is because we assume that prosumer 2
is the one with the highest energy level, yet prosumer 1 is able
to launch attacks to gain the opportunity to serve the customer.
The case with more than 2 prosumers, all able to attack each
other, can generalize this atomic interaction through pairwise
attack-defense relationships in a broader network [17].

In the absence of malicious activity by prosumer 1, pro-
sumer 2 will be selected by the consumer as the energy
provider, as it reports a higher energy level. However, pro-
sumer 1 can launch an FDI attack [9], [25] to manipulate the
selection process and cause a denial of service to prosumer 2.
For example, prosumer 1 can falsely report a higher energy
level, or a lower energy level on behalf of prosumer 2. This
misrepresentation causes the consumer to believe that 2 has
less available energy than 1, resulting in the latter being
selected as the energy provider.



This kind of attack implies that the malicious provider
must be able to conduct reconnaissance to gather information
about the communication protocols, data formats, and security
measures used for reporting energy levels in the smart grid
[16]. Therefore, this relies on known vulnerabilities in the data
reporting system, such as weak authentication mechanisms
or lack of encryption. However, it is not easy to prevent
this kind of attack as the malicious provider, having access
to the communication channels for its own legitimate data,
can also exploit them to inject false information, possibly by
intercepting and altering data packets in transit or directly
submitting fabricated data into the reporting system.

As a result of receiving the falsified lower energy report for
prosumer 2, the consumer incorrectly selects prosumer 1 as the
energy provider. This acts like a denial of service attack for
prosumer 2 as it effectively prevents it from supplying energy,
disrupting the efficiency and reliability of the smart grid.

Prosumer 2 can actually defend against this kind of attack
by implementing more robust data authentication mechanisms,
encrypt communication channels to prevent tampering, deploy
anomaly detection systems to identify unusual data patterns,
and use redundancy and cross-validation to verify the accuracy
of reported energy levels. In the end, all of these countermea-
sures are energy-consuming and can possibly lower the actual
energy that prosumer 2 is able to supply to the consumer. For
this reason, we model any kind of defense action by prosumer
2 as an energy-consuming activity d, which ought to enacted
only if prosumer 1 is deemed to be maliciously active.

This reasoning underlines the strategic interaction between
the prosumers as game-theoretic players. Prosumer 1 can
exploit vulnerabilities to mislead the consumer into selecting
it over prosumer 2 through a FDI; however, prosumer 2 can
enact some form of defense against this attack and it may
well be that this successfully counteract the FDI. Both of
these actions (attacks and defense) are not guaranteed to be
successful and come at a cost, assuming that part of the energy
available for transfer to the consumer is spent for attacking
or defending, which stacks up, each action having its own
cost [35]. Moreover, the eventual outcome of this interaction
depends on the joint strategic choices of both prosumers.
The prosumer that is eventually selected by the customer
gets a positive return, but this is decreased by the related
energy expenditure if it needed to spend energy to attack or
self-defend. A prosumer that is not selected has no return
whatsoever [14].

The action set of the players i € P = {1,2} is defined as
A; = N x {0,1} > (X;,d;), where X; denotes the number
of attacks launched towards the other prosumer [38]. For the
sake of generality, we allow player 2 to attack player 1,
and conversely player 1 to defend, even though, as will be
shown next, these are dominated strategies and therefore it is
correct to see players 1 and 2 as an attacker and a defender,
respectively.

We define set S C P to be such that

Pli € 8] = (1 — pg®)><m ™7 (1)

TABLE I
NOTATION ADOPTED IN THE PAPER
symbol meaning
X; number of attacks performed by prosumer ¢
d; self-defense binary indicator of prosumer 4
Ci(X;,d;) | cost encountered by prosumer ¢
¢ = E[C;(X;,d;)], i.e., expected cost by prosumer ¢
Eask energy requirement of the consumer
Ejb?‘1t energy provision level of prosumer ¢
p probability of successful attack
q probability of self-defense failure
a; attack cost of prosumer ¢
b; defense cost of prosumer %
a =ay/ E25K_ relative attack cost of prosumer 1
b =by/ E2sK_ relative defense cost of prosumer 2
U; utility value of prosumer ¢

Further, we define the utilities associated with each strategy.
We assume that each player wants to maximize its own
(monetary) gain, for which we define a fixed price per unit of
power. Each of the players incurs (separate) expenditures for
enacting attacks or self-defense mechanisms. We assume that
for player i, attack and defense have respective costs a; > 0
and b; > 0. Thus, the cost of the action chosen is

C; (Xi,di) = a; X; + bid;. 2

We denote the generation of prosumer i as E"*, whereas the
consumer asks for power E2%K so that EP" > E2sk_If this
condition is not satisfied, then the prosumer cannot be selected
by the consumer. All these parameters are common knowledge.
Since the prosumer indices are ordered w.r.t. E?", we have
ESUt < ESUt. We can then define the utility for player 4 to be
the quantification in monetary terms of its profit, being equal
to the difference between the revenue and the paid cost, as

U ((Xi’ di)1§i§2)

N i¢ S} E** — Cy(X;,d;).

1<j<2

3
{[iES/\ ©)

What computed in (3) is actually a random variable, yet
we can apply expected utility theory, positing that a rational
player ¢ will strive to maximize the expected value of u; [39].
Thus, if we set ¢; = E[C;(X;, d;)], we obtain

E {uz‘ ((Xi, di)lgigﬂ

:E[[ieS/\i/L2j¢SHEaSk—ci @
=P[i € S]<i1_‘£2p[j ¢ S])EaSk —_

We remark that some models of agents in the smart grid
electricity markets may follow different definitions of the ob-
jective of the players. For example, the profit of the prosumer
may not be linear in the production level, due to increasing
marginal costs. However, since in our analysis we give an
ordinal meaning to utilities, our conclusion is still unaffected



as long as we can claim that higher profits are desirable for
prosumers [40].

Each attack may succeed and defense may fail with prob-
abilities p and ¢, respectively, with p,q € [0,1]. When an
attack/defense action is successful, we say it to be effective.
If an effective attack is performed against an ineffectively-
defended prosumer, the latter will not be able to provide
enough power to the consumer, therefore it will not be se-
lected. A prosumer that does not choose self defense, is always
ineffectively defended if attacked. By considering expected
utilities, we can write

ur (X1,d1)., (X2, o)) = B[L € SIP[2 ¢ SJE* — 1

ask (5)
U2 ((Xl,dl),(XQ,dg)) :P[QES}E — C2

Lemma IL.1. Player 2 has no incentive to attack player 1,
that is, any strategy with Xo # 0 is strongly dominated by its
equivalent with Xo = 0.

Proof. See Appendix A. O
Lemma I1.2. Player 1 has no incentive to defend, that is,
di = 0 strongly dominates d = 1.

Proof. See Appendix B. O

We can then further simplify (5) to
w (Xp,do) = (1= (1-pg™) ") B — Xy ©)
us (X1,d2) = (1= pg®) ™" B — byd, )

III. PURE NASH EQUILIBRIA

If E2sk = O then both utilities are reduced to pure costs,
and the only pure strategy NE is X7 = 0 A d5 = 0; hence
in the following E®* £ 0, and we write @ = -2 and
b= Ebfsk. Note that a can be interpreted as the maximum
number of attacks that can be performed before becoming
counterproductive. Pure strategy NEs correspond to X7, d5

satisfying both

Xi = arg max u (X1,d3) 8)
1

dy = arg max uz (X7,d2) 9)
da

Substituting (7) in (9) we have that
(1—pg)¥ = (1—p)i
(1= pg)™t — (1 —p)™

whereas for (8), we exploit (6) and solve the maximization by
relaxing the constraint X; € N, obtaining

<b = d;=0

- (10)
>b = dy=1

X} = argmax (1 - (1qud3)x f&x) a1
for x € R. We then need to study the sign of
A (1 — (1 —pg)* — sz)
= (1—pg®)" = (1 —pg®)"*' —a (12)

= (1-pg®)"pg® —a

with A denoting the forward difference operator, that is,
(AT)(z) = T(z+1)—T(x), as a function of x. There are two
extreme cases to consider: (i) ¢ = 0 and d5 = 1, giving perfect
defense, i.e., prosumer 1 cannot make an effective attack. In
this case, the right-hand side of (12) is equal to —a and
therefore the optimal z is 0; but b > 0 = (1 —pq)° — (1 —p)°
and therefore d5 = 1 cannot be an equilibrium; and (ii)
p = 1 and d5 = 0, that is the case of perfect attack, where
prosumer 1’s attacks are always effective. Then, (12) is equal
to[x=0—aandhasz=0ifa>landz=1ifa <1 as
optimal values; the former is always an equilibrium, whereas
the latter is one only if b > 1 — ¢q. We can now assume
0 < pg® < 1. There is an inflection point around

In (Eflpqu)
T=—— "7
In (1 — pg2)

and thus, for z # Z, X7 = max{[z],0}. For < 0, the
only solution is 0, whereas for x € N both z and = + 1 are
solutions.

In (10), p > 0 and pq > 0, (1 — p)* and (1 — pq)” are both
decreasing functions of z; as a result, substituting X we get

(13)

(1 _ pq)max{ [],0} _ (1 _p)max{ [z],0}

<0

x>0 (14)

_JO
@ =p)lT = (1= p)f
= max{(l —qu)hﬂ -1 —p)('ﬂ,O}.

The following equivalences allow us to remove b > 0 and
b < 0, which are always true and false conditions, respectively:

max{a,b} <c¢ < a<cAb<c

15
max{a,b} > ¢c <= a>cVb<ec (15

The result of these simplifications is shown in Table II, along
with better representations of w; and u, whenever available.

Now that all pure strategy NEs have been identified, some
properties can be proven about them.

Theorem IIL1. If E** # 0 and p < a then there is a pure
strategy NE such that X7 = 0 and d5 = 0 for any q < 1.

Proof. See Appendix C. O

Moreover, the following Theorem also holds.

Theorem IIL2. If E*% = 0 and p < a then the equilibrium
defined by Theorem III.1 is the only pure strategy NE.

Proof. See Appendix D. O

These two theorems justify the notion that, for low values
of attack success p, it becomes unfeasible for the attacker to
attack at all, as the risk of not incapacitating the defender is
higher than the benefit gained from an effective attack.



TABLE 11
PURE NASH EQUILIBRIA. RELATIVE COST OF ATTACK &, CONSUMER REQUIREMENT E25K pPROBABILITIES (p, ¢) OF (ATTACK SUCCESS, DEFENSE
FAILURE).

Condition on b

d; X7 T ul U9 Other conditions
from (12) (utilities for players 1 and 2) (relative cost of defense)

0 0 0 0 } E*k —Qorp=1anda > 1

0 1 1—a 0 b>1—g¢q E?>k £0,p=1anda <1
In & -

0 max{[¢],0} Ly b>(1—pg)lel —(1—p)fl  E3k £0and p< 1

1 0 Ings b< (1—pg)l*l — (1 —p)lel  Eask £ and 0

max {[z],0} In(1—pq) <( pq) ( p) #0and g >

In & N

0 z+1 s 1—a@+%) Leg 5> (1—pg)® — (1—p)® E*k £0,p<1land z € N
In % ~ 1 1-pg~ 7 7 x x ask

1 z+1 s 1- @+;ﬁ G b< (1-pg)® —(1-p) B2k £0,g>0and z €N

IV. STRICT DOMINANCE

Despite a countable infinity of actions being available to
prosumer 1, those not strongly dominated are finite in number.
The analysis to prove this is split, as for the pure strategy NEs.
If E2% = 0, (6) becomes —aq X1, (7) becomes —bads, then
X7 =0 and ds = 0 is a strictly dominant strategy. There are,
in other words, no strictly mixed strategy NEs. If £ > ( but
q = 0 and p = 1, we have that X; = 1 strictly dominates all
X7 = > 1 as the conditions for strict dominance ultimately
reduce to a (z — 1) > 0. Furthermore, if @ > 1, then X; =0
strictly dominates X; = 1, whereas the converse is impossible
as it requires @ < 0. If £2% > 0 and ¢ = 0 but p < 1, (6)
becomes

(1= =pldy = 0)™) —ax, (16)
and X; = z strictly dominates X; = x + 1 whenever
(L=pldy=0)" < (L —pldz =0)" " +a a7

which is always true for do = 1 whereas for do = 0 we get

In (&’1p)
T ml—p) T

and therefore the remaining choices for X; are finite. If
E*¥ > 0 and ¢ > 0 but p = 1. Thus, (6) becomes

(1 — (]_ — qd2)X1) — aXl
so that X; = x strictly dominates X; = x 4+ 1 whenever
(1-q®)" < (1-

which is equal to z > 1V a > 1 for do = 0 whereas for
do =1 we get

x (18)

19)

qu)ﬂC-‘rl

+a (20)

In (@~ 'q)

(i =) o

xr >

If £2% > 0 and p < 1,¢ > 0. We get that X; = x strictly
dominates X; = = + 1 whenever
In ([fl pqd2)

= 22
In (1 —pgiz)~" .

with a computation similar to the one above. This analysis
justifies the intuition that it is not sensible to attack indefinitely,
since the cost will eventually exceed the (expected) gain. Also,
if @ > 1, then X; = 0 strictly dominates all other choices for
X, which forces dy = 0, leaving this as the only joint strategy.

From the analysis above we derive the following properties.

Theorem IV.1. If E** > 0, then a strategy with X; # 0
is not strictly dominated only if do = 1 and a < q < p or
a<p<qoronlyifds=0and qg<a<np.

Proof. See Appendix E. [

Corollary IV.1.1. With the same assumption of Theorem IV.1:
ifp>a qg>awitha=x0,qg>porp>qanddy, =1, then
there is a strategy Xi # 0 that is strictly dominant.

Proof. See Appendix F. O

V. MIXED NASH EQUILIBRIA

To find the mixed strategy NEs, 2% > 0 and @ < 1 are
assumed. We have that do = 1 never strictly dominates do = 0
since the condition for dominance is

b <inf ((1—pg)* —(1-p)*) (23)
that requires b < 0 for the case z = 0. Yet, d = 0 can strictly
dominate dy = 1 as in the following cases from

b>sup ((1-pg)® — (1 —-p)*). (24)

1) The case p = 1 and q = 0: For the dominance condi-
tion, (24) is in this case equivalent to b> 1; this corresponds
to one or both of the first two pure strategy NEs in Table II.
When b < 1, two cases follow. (i) @ = 1: n this case, X7 =0
is equivalent to X3 1 as far as payoffs are concerned;
therefore, strategies of the form 3 (X; = 0)+(1—-8) (X1 = 1)
constitute a NE when combined with d3 0, with the
condition that 8 > 1 — b. Or (i), if @ < 1: the players
choose strategies, neither of which are dominated. Therefore,
we can compute a mixed strategy NE by setting the strategy
of prosumer 1 to be a(d2 =0) + (1 — a) (d2 = 1) and for



prosumer 2, 8(X; =0) + (1
for the mixed equilibrium are
(1=p)a—a)=0
(I1-p)la-a)=a(l-a)—
af+(1-a)l-b)=5
af+(1—-—a)1-b)=1-0

— B) (X7 = 1). The equations

1 — o\
(1-aja 25)

that are satisfied fora =a and 5 =1— b, Therefore, we have
a mixed strategy NE with
(1—b) (X7 =0)+b(X;=1)
a(dy =0)+(1—-a)(d =1)
and there are no other mixed strategy NEs.

2) The case p < 1 and q = 0 (perfect defense): Firstly, (24)
is valid if and only if b > 1. When 1—(1—p)[*l < b < 1 there
exists a pure strategy NE, namely the third one in Table II.
Now let m; be a mixed strategy whose support contains three
distinct values ¢ < j < k for X;. Among the conditions for
it to be a mixed strategy NE, we get that o = %EL
and the same replacing j for ¢ and k for j. The two must be
equal, which implies

(1-p " (1-0-p"7) k-
1-(1=p’ j—i
The LHS is strictly decreasing in p for 0 < p < 1 and its limit
value for p — 0 is = ] . In other words, equality never holds,
and there cannot be more than two values in the support of any
mixed strategy NE. We are left with four equations, namely
the conditions for 8 (X; =)+ (1 — ) (X1 = j), with i < j,
and « (d2 = 0) + (1 — ) (d2 = 1) to be an equilibrium; the
first two conditions on u; solve for « as given above, whereas
for B we have that

(26)

27)

(1-B)(1—py+p(1l—p)i=1-b (28)
whose solution is
1-(1-p)/—b
= - - 29
S S g 29

The other two equations are trivial. The equilibrium inequali-
ties for X, have the form

1—(1—=p)y~" _ 1—(1—p)
NN Ut ) e Ul ) ST
j—1 k—1i
As the function # is decreasing in x, an interesting

remark can be made: if ¢ £ 0, then & = 0 is a valid choice in
the function above; but also, as ¢ < j, the LHS with parameter
0 < j —+ will always be lower than the RHS. On the other
hand, when ¢ = 0 then the lowest value that k£ can gois k = 1,
which therefore forces j = ¢ 4+ k = 1. Ultimately, we have a
mixed strategy NE with

; ;
1— - Xf=0 —(Xf=1 31
( p>< 1 >+p< 1 ) 3D
a a
Sias=0+ (1= @=1, @
* >+< p)<2 32

which only exists for a,b < p. For @ = p a similar mixed
strategy NE exists for d5 = 0 and arbitrary § > 1 — % One
can see that these equilibria are nothing but a generalization
of (26) with p < 1.

3) The case p =1 and q > 0 (perfect attack): We consider
as in the previous case a mixed strategy m; with support
containing at least three distinct values ¢+ < j < k, and
again we obtain that such a strategy can never be a NE. We
can see it by distinguishing two cases: if ¢ > 0 then the
formula for « is opposite to the one found above, namely
a=1-— %&, and the conclusion follows from the
previous analysis; for ¢ = 0, on the other hand, we get the
same formula for ] and k, whereas for ¢ and j it has the
form o = 1 — ﬁ However, we know from (21) that all
values of X greater than a bound, which is easily seen to
be always below &~ !, are strictly dominated; an equilibrium,
mixed or otherwise, containing a value j > @~ ! is therefore
impossible: but that implies « > 1, which is impossible. We
are left with the only case of ¢ > 0. The value for 3 is seen
to be 8 = %, but the additional condition for us
in ¢ > 0 implies that o = 1, which is impossible (it would
require ¢ = j). Ultimately, there are no mixed strategy NEs
for this case. Note that we did not refer to (24), which holds
when b > 1 — ¢, and does not need to be exploited. One can
also see that said condition would hold for 5 to be valid in
the first place.

4) The case p < 1 and q > 0: Similar to above, we prove
that for a generic mixed strategy m; we cannot have three
different values ¢ < j < k in its support; repeating the analysis
for ¢ and j as before, we obtain

a(j —1) = (1 —pg)' = (1 - pg)’)
= . . 33
T ) (o pa - (pa)
This value is in the correct range only if

(1—pg) —(1—pg) <a(j—i)<(1—p)' —(1—p) (34

and this double inequality allows us to prove that it is
impossible that there be two values of « satisfying a similar
equivalence as those above. We find a formula for 3, namely

(1-pg) —(1—p) —b
(1 =p) = (1 =p))) — (1 — pg)’ — (1 — pqg)?)
Conversely, equilibrium inequalities are complex and do not

easily admit closed-form analysis. A detailed study is left for
future research.

8= (35)

VI. NUMERICAL RESULTS

For a better understanding of the results, we consider some
quantitative evaluations. These are all assessments of the
performance at the NEs found in the analysis. For this reason,
they are not affected by issues of numerical convergence or
computational complexity, as they just correspond to substi-
tuting different parameters into the formulas.
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Fig. 1. Number of attacks at equilibrium X{ as a function of attack success
probability p for various relative attack costs a.

These are not to be interpreted in a comparison sense
among different techniques, but rather as theoretical perfor-
mance assessments. Contrarily to studies where alternative
approaches are confronted, we enable an evaluation of the
resulting performance that the prosumers can get [13], [38].
An immediate application would be in the identification of
guidelines and trends for enhancing security of community
SGs, e.g., showing the ranges of parameters causing the
attacker to be inactive.

A first set of results displays the performance in terms of
number of attacks carried by player 1 at the Nash equilibrium,
i.e., X{, or the resulting utilities of the players, as a function
of the attack success probability p. The latter is reported in
logarithmic scale to allow for a wider range of values.

Fig. 1 shows X7 for the third NE in Table II as a function of
p. The curves are ordered from flattest to sharpest, for various
values of a. The locus of maxima for X7 is displayed as the
dashed line, obtained from the definition of z as z* = 1op
Seen as a function of a, it decreases exponentially, since
when a diminishes i.e., the relative attack cost goes down, the
amount of failures that can be tolerated increases as attacks are
cheap and can be massively launched. Eventually, the linearly
additive cost of attacks prevails over the diminishing gain
expected from it. This occurs until p = a, at which point
there is no incentive to attack.

Utilities w1 and us are shown in Fig. 2 as functions of p in
the case of the third pure equilibrium; the values for a are the
same as before. Interestingly, in the case of no defense, us is
not monotonically decreasing; this is especially evident in the
jagged case a = 107!, The defender may yet prefer slightly
higher successful attack probabilities, as they will trick the
attacker into launching fewer attacks, for which they are not
prepared (as d5 = 0).

Fig. 3 shows the same analysis, but considers an increasing
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Fig. 2. Utilities of attacker (u1) and defender (u2) vs. attack success
probability p for various relative attack costs a.
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Fig. 3. Number of attacks at equilibrium X vs. attack success probability
p for various defense failure probabilities ¢ and relative attack costs a.

value of a and a decreasing value of ¢, to quantify the attacks
that prosumer 1 is expected to launch. The number of attacks
generally increases as their cost decreases and the probability
of successful defense increases. However, the curves also show
a decrease as the probability of a successful attack becomes
very high, since in this case it is convenient for prosumer 1 to
avoid unnecessary extra attacks, as a lower number would still
be enough, to contain the costs. This general trend is present
in all the following plots, albeit to a different extent depending
on the parameters.

Fig. 4 represents the extreme case; for values of ¢ lower
than a, the attacker has no incentive to attack at all, and
therefore X7 reduces to a flat zero. This is consistent with
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Fig. 5. Number of attacks at equilibrium X7 vs. attack success probability
p for defense failure probabilities ¢ = % and relative attack costs a.

the results in Theorems III.1 and III.2, and is a general game
theoretic principle that an attacker, realizing that intervention
is too expensive or easily counteracted, will abstain from
malicious activity [9]. This may also serve a useful guideline to
identify practical countermeasures to inhibit attacks, from the
perspective of either a security agency or a network manager;
this would correspond to increase the costs of an attack (even
in expectation), e.g., by establishing external penalties.

Similarly, Fig. 5 considers a setting where the defender has
a very high defense failure probability g. It is shown how
there is no need to significantly increase the number of attacks
launched, as even few attempts will be successful. The number
of attacks increases only if their cost is extremely low.
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Fig. 6. Number of attacks at equilibrium X7 vs. attack success probability
p for various defense failure probabilities ¢ > a and relative attack costs a.
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Fig. 7. Utility of the defender at the 6th pure strategy NE as a function of
attack success probability p = 0.6, the defense failure probability ¢ = 0.1,
the relative attack cost @ and the relative defense cost b.

On the other hand, Fig. 6 considers an array of scenarios
where the relative attack cost @ is lower than the probability of
defense failure g. The figure shows that the number of attacks
X7 increases in their success probability p, but only if the
latter is relatively high. In other words, even cheap attacks
with low probability of contrast by the defender are performed
only if they have a high probability to break the system.

To sum up, all these plots show that NE corresponds to
an active adversary that launches multiple attacks only if their
success is sufficiently likely and their cost is sufficiently low —
notably, lower than the probability of successful defense, i.e.,
a < q. All of this may hint at possible criteria for securing
the system from the perspective of the defender, aligning with



100 |
50 |
1
0
o
t 02 04 o5 = &
altac, : 10 o
k Stuccegg Probah:r- &
ablhtyp Q

Fig. 8. Utility of the defender at the 5th pure strategy NE as a function of
attack success probability p and the relative attack cost a.

Fig. 9. Utility of the defender at the 6th pure strategy NE as a function
of attack success probability p, the defense failure probability ¢ = 0.1, the
relative attack cost a and the relative defense cost b = 0.9.

two major research directions. The former would correspond
to empower cyber-defense or detection techniques so as to
thwart the attack [26], but at the same time our results show
that an adversary driven by selfish utility is repelled by high
costs, which may intervene as an alternative countermeasure.

Next, we focus on comparing the 5th and 6th pure strategy
NEs, which differ in the defense strategy of player 2, i.e.,
d5 = 0 and d5 = 1, respectively. Since no self-defense is
chosen in the 5th NE, the defense cost b and the probability
of self-defense failure ¢ do not influence the resulting utility.
Conversely, we can see in Fig. 7 that the utility value wuo
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Fig. 10. Pure Nash equilibria as a function of attack success probability p
and defense failure probability g with relative attack cost a = % and relative

defense cost b = i.

linearly depends on both a and b (the trend is increasing in
a and decreasing in b), and the coefficient of @ depends on
p and ¢ so that, ultimately, the utility of prosumer 2 can be
positive or negative depending on all these parameters.

As a result, the utility of prosumer 2 in the 5th NE, shown in
Fig. 8, turns out to be non-zero only if the cost of an attack a is
very high, and its success is unlikely, in which case prosumer
1 will not attack. A visually similar trend is visibile for the
6th NE in Fig. 9, which considers b = 0.9 and ¢ = 0.1, albeit
different values obtain similar trends. In this case, prosumer
2 chooses to defend, but it is an expensive action, and in turn
this gives a positive utility only if, once again, the attacks from
prosumer 1 are inconvenient (both expensive and not likely to
succeed). Also, while the trend is the same, the utility of player
2 is lower than in the 5th NE since defense is expensive.

Finally, Fig. 10 shows a phase diagram of the game, i.e.,
the areas for p and ¢ in which the pure NEs exist. The green
area is associated with the third Nash equilibrium in Table II,
and both the third and the fifth are present when p lies on
one of the dashed vertical lines. The same can be said for the
fourth and sixth equilibria, which lie in the blue-shaded areas
and dashed segments. It can be seen that in many ranges of p
and ¢ there is no pure strategy NE and that the two main ones
coexist only for a small sliver of the domain. Nevertheless,
such empty areas must include a mixed strategy NE.

VII. CONCLUSIONS

Community SG scenarios are important applications com-
bining information and communication technologies with en-
ergy provision in a shared fashion [22]. While pilot projects
of P2P energy sharing communities are developed around the
world, it is important to explore whether the combination of
energy and information exchanges is vulnerable to malicious
behavior by some participants [7].



To this end, we studied a case where prosumers contending
for the role of energy supplier of a consumer can attack each
other or enact defense mechanisms [16]. This is modeled as a
static game of complete information, for which we studied the
NEs and analyzed the implications, e.g., in terms of correlation
between network parameters and number, type, and associated
utilities of NEs. For example, we found that increasing the
cost of an attack does not always correspond to a lower
optimal number of attacks. Another important consequence
is the establishment of structural protections against inside
attacks, which are obtained whenever the cost parameters do
not support an advantageous attack strategy. This can be seen
as a preliminary effort to enact for a secure interaction in the
SG community [9].

The model can be generalized in various directions, such as
introducing more than one consumer, each with its own energy
requirement E2°%, or assuming partial knowledge over power
parameters and probabilities p and ¢ [41]. The topology of
the grid can also vary in time, either due to natural dynamics
or because of malicious interventions of some nodes [14],
[27], and the model may be developed considering various
rounds as well as player types by extending it to a multi-
stage Stackelberg game with strategic interactions [37], or a
Bayesian game with multiple player types [21]. All of these
are interesting developments to explore in future research.

APPENDIX A
PROOF OF LEMMA 1II.1

From the definition of expected utility for player 2 in (5)
and of cost in (2) we have
UQ((Xl, dl), (Xg, dg)) = P[QES]EaSk—GQXQ—deg
< P[2 S S]EaSk—deg = u2((X17 dl), (0, dg))
APPENDIX B
PROOF OF LEMMA 1.2

(36)

From Lemma II.1, we may assume X, = 0. From player
1’s expected utility in (5) and cost in (2) we have

ul((Xh d1)7 (0, dg)) = ]P’[leS]IP’[Qg;‘S]EaSk—ale—bldl
=P[2 ¢ S|E** — a1 X, — bidy

ask (37)
<IP)[2 ¢ S]E —a1 X1 :’U,l((Xl,O),(O,dQ)).

|

APPENDIX C
PROOF OF THEOREM III.1

The proof is split into two parts, considering different cases.
First, suppose p < 1. The other conditions for the third
equilibrium in Table II are satisfied, and we know that In % >0
and therefore the value of z is negative. Thus the condition
on b reduces to b > (1 — pg)° — (1 — p)° = 0, which is
always satisfied; the third equilibrium exists and has X = 0,
since [x] < 0. Alternatively, let p = 1. Then the hypothesis
becomes 1 < a; in other words, all conditions for the first
equilibrium in Table II are satisfied. In both cases, we also
have that d5 = 0, which completes the proof. O

APPENDIX D
PROOF OF THEOREM II1.2

As for Theorem IIL.1, the proof is split into two cases.
Suppose p < 1. We know that the first and second equilibria
in Table II do not exist; it is enough to prove that neither all
the others but the third do. To that end, note that pg < p < a
and therefore In & > 0 as well; thus, if either the fourth or
the sixth equilibrium were to exist, they would have X} = 0.
But then that would imply that b < (1—pq)° — (1 —p)°, which
is impossible; neither equilibrium can then exist. Finally, the
condition z € N for the fifth equilibrium cannot hold, for
ln% > 0 and thus = < 0. In the remaining case, let p = 1.
Then the hypothesis becomes 1 < a: the second equilibrium
cannot exist. It is now sufficient to prove that neither can
the fourth or the sixth. To that end, suppose that there exists
an equilibrium for which the condition on b is true, namely
b < (1—¢q)l*1 —[[z] = 0]. If [#] = 0 then this condition
cannot be satisfied as it reduces to b < 0. But on the other
hand, if [x] > O then it must be that ln% < 0 and therefore
p > a, which is false by hypothesis. 0

APPENDIX E
PROOF OF THEOREM IV.1

The case p < a is already proven by Lemma III.2, from
now on we are considering that @ < 1 as assumption; let
therefore ¢ < @ < p, taking into account that (13) for the case
dy = 1 simplifies out into x = —fi((f% ‘Z)) and so analyzing
its sign we can affirm that In(1 — pq) < 0 and the numerator
is greater than 0, now considering the negative sign of the
equation x < 0. By definition of the number of attacks X =
max {[z],0}, and so in this specific case X = 0, meaning
that X; # 0 is strictly dominated. If ¢ < @ and @ = p for
dy = 0 the denominator of the inflection point z is 0, In(£) =
ln(%) = In(1) = 0, and so = = 0 concluding that also in
this case strategy X; = 0 is strictly dominant over X # 0.
In case do = 1, the equation becomes = = —1,(1?11(_(1;(1)’ the
denominator is always less than O and, recalling that 0 <
g < 1, we have In(g) < 0, hence < 0 reaching the same
conclusion of the previous case, that is, X; = 0 is strictly
dominant. The case ¢ < a < p leads to the same outcomes in
cases as a < ¢ < p and a < g with ¢ = p under condition of
de =0, in fact z = — ;:;éf{“p) in which —1In(£) < 0, therefore
concluding with z > 0 that j( T # 01is a non strictly dominated
strategy. The last two cases confirming the strict dominance
of X7 # 0 over the other strategies are @ < g < p and a < ¢
with ¢ = p, considering ds = 1 this time. For the first case,
the denominator of = becomes —ln% < 0, thus obtaining
x > 0. The latter case a < ¢ with ¢ = p works under the
prior assumption that p?> > @, thus for the denominator of
the inflection point x, we have — In % < 0, which results in
x > 0 as stated before.

O



From (13), we know that = =

implies z =

APPENDIX F
PROOF OF COROLLARY IV.1.1

ln(&’lpqu)

ln(lqudg )71 ’
ln(&flpq)

(i) T Following either a < p < g or a <

which in turn

g < p, we end up into one of the cases listed in the previous
theorem, which implies that the border value X; = 0 cannot be
the best choice, which is instead in a local maximum X{ # 0
that represents a strictly dominant strategy. n
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