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ABSTRACT | This paper considers control and estimation
problems where the sensor signals and the actuator signals are
transmitted to various subsystems over a network. In contrast
to traditional control and estimation problems, here the
observation and control packets may be lost or delayed. The
unreliability of the underlying communication network is
modeled stochastically by assigning probabilities to the
successful transmission of packets. This requires a novel
theory which generalizes classical control/estimation para-
digms. The paper offers the foundations of such a novel theory.

The central contribution is to characterize the impact of the
network reliability on the performance of the feedback loop.
Specifically, it is shown that for network protocols where
successful transmissions of packets is acknowledged at the
receiver (e.g., TCP-like protocols), there exists a critical
threshold of network reliability (i.e., critical probabilities for
the successful delivery of packets), below which the optimal
controller fails to stabilize the system. Further, for these
protocols, the separation principle holds and the optimal LQG
controller is a linear function of the estimated state. In stark
contrast, it is shown that when there is no acknowledgement of
successful delivery of control packets (e.g., UDP-like protocols),
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the LQG optimal controller is in general nonlinear. Conse-
quently, the separation principle does not hold in this
circumstance.
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mal estimation; packet drop; separation principle; stability;
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I. INTRODUCTION

The rapid convergence of sensing, computing and wireless
communication technologies on cost effective, low power,
miniature devices, is enabling a host of new control
applications. In recent years, we have witnessed wireless
technologies replacing wired counterparts in all applica-
tions where it can be securely and reliably implemented.
Particularly notable is the case of cellular telephony, that is
rapidly driving wireline telephony to obsolescence. Sim-
ilarly, LAN access is now dominated by WI-FI. The next
dominos to fall are likely to be wired broadband access
technologies such as DSL, which will be replaced by
WIMax and 3G wireless data services.

In recent years, sensor technology has witnessed
extraordinary growth. Everything is getting “sensed:”
vehicles, roads, buildings, airspaces, and the environment.
Sensors are getting smaller, cheaper, pervasive, and more
powerful. The confluence of sensing technology and wire-
less communication will spawn a plethora of new tech-
nological opportunities. Indeed, the ability to inexpensively
gather data over a network at a very fine temporal and
spatial granularity, and the ability to process this data in
real-time and then perform appropriate control actions, is
enabling the development of a number of new applications
[1]-[3]. The possibilities created by wireless sensor net-
works are extraordinary. These include real time alarm
systems for catastrophic, yet predictable events, such as
tsunamis, landslides, and rail accidents. Another potential
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application is using sensor networks to efficiently and
reliably control electric power grids by exchanging load
information between local stations and optimizing power
delivery while avoiding costly and dangerous blackouts.
Realizing the promise of sensor network technologies
requires the development of theoretical foundations of
remote control over unreliable networks. This will enable
the evolution of design rules, the navigation of perfor-
mance-complexity tradeoffs, and the systematic design of
sensor networks for various target applications.

The benefits of pervasive networking and sensing are
compelling. For example buildings, both residential and
commercial, can greatly benefit from the use of sensor
networks, by decreasing construction and operating costs,
while improving comfort and safety. Today, installation
(and particularly wiring) accounts for more than half of the
cost of an Heating, Ventilation, Air Conditioning (HVAC)
system in a building. Wireless communication could
sensibly lower this cost [4], [5]. Moreover, combining
wireless technology with Micro Electro Mechanical
Systems (MEMS) technology could further lower cost,
allowing sensors to be embedded in products such as
ceiling tiles and furniture, and enable improved control of
the indoor environment [6]. These sensor networks could
dramatically improve energy efficiency in buildings.

Another example where sensor networks technology is
anticipated to have a significant impact is Supervisory
Control And Data Acquisition (SCADA) networks 7], [8].
These networks, were originally developed in the 1960s,
and are used for industrial measurement, monitoring, and
control systems, especially by electricity and natural gas
utilities, water and sewage utilities, railroads, telecommu-
nications, and other critical infrastructure components.
They enable remote monitoring and control of a large
variety of industrial devices, such as water and gas pumps,
track switches, and traffic signals.

SCADA systems typically implement a distributed
system whose elements are called points. A point can be a
single input or output value, monitored or controlled by the
system. A variety of host computers allow for “supervisory
level” control of the remote site. The majority of the control
decisions take place at distributed locations called Remote
Terminal Units (RTUs). RTUs connect to physical equip-
ment such as switches, pumps and other devices, and
monitor and control these devices. SCADA systems often
have Distributed Control System (DCS) components. In
this case smart RTUs are employed, capable of performing
autonomous control and decision without the intervention
of the master computers. The role of host computers is
generally restricted to supervisory level control. Data
acquisition begins at the RTU level and includes meter
readings and equipment statuses that are communicated to
the SCADA as required. Data is then compiled and
formatted so that a control room operator using the SCADA
system can cogently make appropriate supervisory deci-
sions that may required over-riding normal RTU controls.
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SCADA systems have traditionally used combinations of
various infrastructure technologies to meet communication
requirements. The existence of a consolidated wired legacy
infrastructure has impeded the development of open sys-
tems based on wireless technology. Wireless technology
could provide superior performance and lower costs, with
simpler maintenance and upgradability. Most of the remote
monitoring and control application could run over the
wireless infrastructure, while components could be easily
swapped without any service interruption.

A third example of application of sensor networks
technology is automotive vehicle networks. Electronics is
quickly becoming a primary differentiator in the automo-
tive industry, with vendors offering electronic services
such as Global Positioning System (GPS), in-vehicle safety
and security system, DVD, and drive-by-wire systems [9].
Electronic systems now account for a sizeable part of the
cost and weight of a vehicle. Cars have over 50 embedded
computers running a variety of applications, from safety-
critical to pure entertainment. These applications typically
consist of sensors, actuators, and controllers that are
spatially distributed in the vehicle. These components
communicate using dedicated wires, bringing the length of
wires in high-end luxury cars to amount for more than
three miles and adding over two hundred pounds of weight
to the vehicle [10]. As the need for electronics is likely to
in increase with new services and applications, this
wireline design scheme is unsustainable. In-vehicle
networking will become essential and a prime application
of networked embedded systems theory. As many applica-
tions converge in sharing computing and communication
resources, issues of scheduling, network delay and data
loss will need to be dealt with systematically.

In examining the applications detailed above, a
common pattern emerges. Data is sent from possibly
multiple sensors to one or more computing units, using a
communication network. Such data are then processed to
estimate the state of a dynamical system, and actuator
signals are sent to actuators using the same network. Both
measurements and actuator signals have very stringent
timing constraints that the network needs to be able to
meet. The presence of a communication network in the
feedback control loop raises a number of issues. One of
the key parameters in digital control systems design is the
selection of a fixed sampling period. This is mainly a
function of the system dynamics, and it places a hard
constraint on the time necessary to receive observations,
estimate the state, compute the subsequent control inputs,
and transmit these to the actuators. All of this needs to
happen within a single sampling interval. The computing
power of modern processors combined with wired,
dedicated interconnections between various subsystems
usually guarantees that such constraints are met. In
designing feedback control systems around wireless sensor
networks, the implicit assumption of data availability no
longer holds, as data packets are randomly dropped and
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delayed. While classical control theories provide a wealth
of analytical results, they critically rely on the assumption
that the underlying communication technology is ideal. In
the wireless communication setting, neglecting nonideal-
ities such as packet loss can result in catastrophic closed-
loop performance.

This paper attempts to lay the theoretical foundations
for estimation and control system design problems while
explicitly accounting for realities of the underlying
wireless communication network.

II. CONTROL OVER NETWORKS

A. Foundations

Wireless networks are inherently less reliable and
secure than their wired counterparts. These two factors
limit the penetration of wireless technology in many
application contexts. For example, car manufacturers are
reluctant to deploy wireless networks in cars, especially for
connecting safety-critical systems such as braking and
steering. Loss of data may have a disastrous effect on the
behavior of the vehicle. Similarly, in SCADA systems,
which represent the standard control infrastructure in
industrial processes and also in some experimental
facilities such as nuclear fusion, communication is
ethernet based, and it is likely to remain so until we can
guarantee acceptable performance and security. In short,
applications need to be designed robust to unreliability in
the network.

Issues of communication delay, data loss, and time-
synchronization play critical roles. In particular, commu-
nication and control are tightly coupled and they cannot be
addressed independently. Specific questions that arise are
the following. What is the amount of data loss that the
control loop can tolerate while reliably performing its
task? Can communication protocols be designed to satisfy
this constraint? The goal of this paper is to provide some
tirst steps in answering such questions by examining the
basic system-theoretic implications of using unreliable
networks for control. This requires a generalization of
classical control techniques that explicitly takes into
account the stochastic nature of the communication
channel.

We begin by addressing some simple canonical
problems that will shed some light on the real system
behavior. We shall consider the following abstractions.
Packet networks communication channels typically use
one of two fundamentally different protocols: TCP-like or
UDP-like. In the first case there is acknowledgement of
received packets, while in the second case no-feedback is
provided on the communication link. The well known
Transmission Control (TCP) and User Datagram (UDP)
protocols used in the Internet are specific examples of our
more general notion of TCP-like and UDP-like communi-
cation protocol classes. We want to study the effect of data

losses due to the unreliability of the network links under
these two general protocol abstractions. Accordingly, we
model the arrival of both observations and control packets
as random processes whose parameters are related to the
characteristics of the communication channel. Two in-
dependent Bernoulli processes are considered, with
parameters 7y and 7, that govern packet losses between
the sensors and the estimation-control unit, and between
the latter and the actuation points, see Fig. 1. We remark
that using Bernoulli processes is clearly an idealization
that is chosen for mathematical tractability. The network-
ing component obviously has an additional impact on the
performance of the closed loop systems. Routing and
congestion control mechanisms would affect the packet
arrival probability and it is necessary in practice to
estimate this probability to compute the optimal control
law. The presence of correlations in the packet loss process
can be taken into account, in principle, at the cost of
complicating the mathematical analysis. Our foundations
are instead based on simple abstractions which, as we shall
see, reveal useful design guidelines and can explain real
system behaviors that are observed in practice.

B. Previous Work

Study of stability of dynamical systems where compo-
nents are connected asynchronously via communication
channels has received considerable attention in the past
tfew years and our contribution can be put in the context of
the previous literature. In [11] and [12], the authors
proposed to place an estimator, i.e., a Kalman filter, at the
sensor side of the link without assuming any statistical
model for the data loss process. In [13], Smith et al.
considered a suboptimal but computationally efficient
estimator that can be applied when the arrival process is
modeled as a Markov chain, which is more general than a
Bernoulli process. Other works include Nilsson et al. [14],
[15] who present the LQG optimal regulator with bounded
delays between sensors and controller, and between the
controller and the actuator. In this work, bounds for the
critical probability values are not provided and there is no
analytic solution for the optimal controller. The case
where dropped measurements are replaced by zeros is
considered by Hadjicostis and Touri [16], but only in the
scalar case. Other approaches include using the last
received sample for control [15], or designing a dropout
compensator [17], which combines estimation and control
in a single process. However, the former approach does
not consider optimal control and the latter is limited to
scalar systems. Yu et al. [18] studied the design of an
optimal controller with a single control channel and
deterministic dropout rates. Seiler et al. [19] considered
Bernoulli packet losses only between the plant and the
controller and posed the controller design as an Hy
optimization problem. Other authors [20]-[23] model
networked control systems with missing packets as
Markovian jump linear systems (MJLSs), however this
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Fig. 1. Architecture of the closed loop system over a communication network under TCP-like protocols (top) and UDP-like protocols (bottom).
The binary random variables v; and ~; indicates whether packets are transmitted successfully.

approach gives suboptimal controllers since the estimators
are stationary. Finally, Elia [24], [25] proposed to model
the plant and the controller as deterministic time invariant
discrete-time systems connected to zero-mean stochastic
structured uncertainty. The variance of the stochastic
perturbation is a function of the Bernoulli parameters, and
the controller design is posed an an optimization problem
to maximize mean-square stability of the closed loop
system. This approach allows analysis of Multiple Input
Multiple Output (MIMO) systems with many different
controller and receiver compensation schemes [24],
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however, it does not include process and observation
noise and the controller is restricted to be time-invariant,
hence suboptimal. There is also an extensive literature,
inspired by Shannon’s results on the maximum bit-rate
that a channel with noise can reliably carry, whose goal is
to determine the minimum bit-rate that is needed to
stabilize a system through feedback [26]-[35]. This
approach is somewhat different from ours as we consider
bits to be grouped into packets that form single entities
which can be lost. Nonetheless there are several similar-
ities that are not yet fully explored.
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Compared to previous works, this paper considers the
alternative approach where the external compensator
feeding the controller is the optimal time varying Kalman
gain. Moreover, this paper considers the general Multiple
Input Multiple Output (MIMO) case, and gives some
necessary and sufficient conditions for closed loop
stability. The work of [36] is most closely related to this
paper. However, we consider the more general case when
the matrix C is not the identity and there is noise in the
observation and in the process. In addition, we also give
stronger necessary and sufficient conditions for existence
of the solution in the infinite horizon LQG control.

C. Our Contribution

We study the effect of data losses due to the unreli-
ability of the network links under two different classes of
protocols. In our analysis, the distinction between the two
classes of protocols will reside exclusively in the availability
of packet acknowledgement. Adopting the framework
proposed by Imer et al. [36], we will refer, therefore, to
TCP-like protocols if packet acknowledgement is available
and to UDP-like protocols otherwise.

We show that, for the TCP-like case, the classic
separation principle holds, and consequently the control-
ler and estimator can be designed independently. More-
over, the optimal controller is a linear function of the state.
In sharp contrast, for the UDP-like case, a counter-
example demonstrates that the optimal controller is in
general nonlinear. In the special case when the state is
fully observable and the observation noise is zero, the
optimal controller is indeed linear. We explicitly note that
a similar, but slightly less general special case was
previously analyzed in [36], where both observation and
process noise are assumed to be zero and the input
coefficient matrix to be invertible.

Our final set of results relate to convergence in the
infinite horizon. Here, results on estimation with missing
observation packets [37], [38] are extended to the control
case. We show the existence of a critical domain of values
for the parameters of the Bernoulli arrival processes, 7 and
7, outside which a transition to instability occurs and the
optimal controller fails to stabilize the system.

These results are visually summarized in Fig. 2, where
our stability bounds are depicted for a scalar system. The
stability regions are the regions above those bounds. No-
tice that for TCP-like protocols there exist critical arrival
probabilities for the control and observation packets below
which the system is in the unstable region. These critical
values are independent of each other, which is another
consequence of the fact that the separation principle holds
for these protocols.

In contrast, for UDP-like protocols the critical arrival
probabilities for the control and observation channels are
coupled, and the stability domain boundary assumes a
curved form. The performance of the optimal controller
degrades considerably when compared to TCP-like proto-
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Fig. 2. stability regions for TCP-like protocols and UDP-like protocols
for a scalar unstable system. These bounds are tight (i.e., necessary
and sufficient) in the scalar case. The dashed line corresponds

to the boundary of a weaker (sufficient) condition on the stability
region for UDP-like protocols as recently reported in [36].

cols, as the stability region of UDP is strictly contained into
the one of TCP. Finally, the figure also reports the
boundary of a weaker condition on the stability region for
UDP-like protocols as reported in [36], which is indicated
with a dashed line.

IIT. PROBLEM FORMULATION

Consider the following linear stochastic system with
intermittent observation and control packets:

Xp+1 = Ax, + Buz + wy 1)
(2)
(3)

a __ c
U, = Vplu,

Ve = MCxp + v

where u;, is the control input to the actuator, uj, is the
desired control input computed by the controller,
(xo, Wk, i) are Gaussian, uncorrelated, white, with mean
(X0,0,0) and covariance (Py,Q,R) respectively, and
(Vs ) are i.i.d. Bernoulli random variables with
P(y, =1) = 7 and P(1p, = 1) = v. The stochastic variable
v, models the packet loss between the controller and the
actuator: if the packet is correctly delivered then uj = uj,
otherwise if it is lost then the actuator does nothing, i.e.,
u, = 0. This compensation scheme is summarized by (2).
This modeling choice is not unique: for example if the
control packet uj, is lost, the actuator could employ the
previous control value, i.e., uj = uj,_,, as suggested in [15].
The analysis of this scheme requires a different problem
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formulation and is not considered here. However, both
schemes are natural compensation methods for input
packet loss, and in Section VII an empirical comparison
seems to suggest that the zero-input scheme indeed
outperforms the hold-input scheme. The stochastic vari-
able 7y, models the packet loss between the sensor and the
controller: if the packet is delivered then y, = Cx; + g,
while if the packet is lost the controller reads pure noise,
i.e., yp = vi. This observation model is summarized by (3).
A different observation formalism was proposed in [37],
where the missing observation was modeled as an obs-
ervation for which the measurement noise had infinite
covariance. It is possible to show that both models are
equivalent, but the one considered in this paper has the
advantage of simplifying the equations. This is because at
times when packets are not delivered, the optimal
estimator ignores the observation yj, therefore, its value
is irrelevant.
Let us define the following information sets:

7. = T 2 {y*, A5, U1}, TCPike
k= NP _ 4)
G, = {y Y }, UDP-like

where yk = (yk7yk717 e 7)’1), ’\fk = (’yk7 Ye—1y« -+« 71): and

V= (l/k, Ve1y- -5 V1)
Consider also the following cost function:

In(uN 1 X, Py) = E [X&WNXN

N-1
/ ’ N-1 =
+ Z (kaka + I/kukUkuk) |11 5 X0, P() (5)
k=0
where uV 1 = (un—1,uN—2,.-.,U1). Note that we are

weighting the input only if it is successfully received at
the plant. In the event it is not received, the plant applies
zero input and, therefore, there is no energy expenditure.

We now seek a control input sequence u™¥"! as a
function of the admissible information set 7, i.e.,
ur, = ge(Zy), that minimizes the functional defined in

(5), i.e.,

* (= A . 1 _
(X0, Po) = min  Jy(u"" %0, Po) (6)
u =gy (1)

where T}, = {F}, Gi} is one of the sets defined in (4). The
set F corresponds to the information provided under an
acknowledgement-based communication protocols (TCP-
like) in which successful or unsuccessful packet delivery at
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the receiver is acknowledged to the sender within the same
sampling time period. The set G corresponds to the
information available at the controller under communica-
tion protocols in which the sender receives no feedback
about the delivery of the transmitted packet to the receiver
(UDP-like). The UDP-like schemes are simpler to imple-
ment than the TCP-like schemes from a communication
standpoint. Moreover UDP-like protocols includes broad-
casting which is not feasible under TCP-like protocols.
However, UDP-like protocols provide a leaner information
set. The goal of this paper is to design optimal LQG
controllers and to estimate their closed-loop performance
for both TCP-like and UDP-like protocols.

IV. OPTIMAL ESTIMATION

We start defining the following variables:

. A

X = Elxe| T
A .

€Ll =Xk — Xi|k

A
Py =E [ek\ke;|k‘zk} ~ (7)

Derivations below will make use of the following facts:

Lemma 4.1: The following facts are true [39]:

(a) [E[(xk—ﬁk)fc“Ik] = [E[ek|kfc;e|1'k] = 0;

(b)  E[x,Sxi|Zi] =%} Sxi. + trace(SPy), VS > 0;

(@) E[E[g(oess)|Tes]|Ze] = Elg(eess)|Zels Vg(-)-

We now make the following computations which we
use to derive the optimal LQG controller

E [x;&lekﬂ ‘Ik] =F [x;A/SAxk |Ik}
+ Du,B'SBuy, + ZﬂuLB'SAJ?Hk + trace(SQ) (8)

where both the independence of v4, wy, xi, and the zero-
mean property of wy, are exploited. The previous expecta-
tion holds true for both the information sets, i.e., Z,, = F}
or Z, = Gi. Also

E [e;e\kTekMIk} — frace (T[E {ek‘keélkﬂk} )

= trace(TPy), VT > 0.

The equations for the optimal estimator are different
whether TCP-like or UDP-like communication protocols
are used.
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A. Estimator Design Under TCP-Like Protocols

Equations for optimal estimator are derived using
arguments similar to those used in standard Kalman
filtering. The innovation step is given by

R A R

Xpet-1|ke :A[E[ka:k] + VeBur = Axy) + v Buy, 9)
A .

€t1lk =Xkt — Xpt1lk = Akl T Wi (10)
A

P = E| sV Fr| = APgiA’ + Q (11)

where the independence of wy, and F}, and the require-
ment that uy, is a deterministic function of F}, are used.
Since Yr+1, Ye+1, wer and F are independent, the
correction step is given by

Xer1fk1 = Ke1 ke + Ve 1K1 1 — i) (12)
€k+1lk+1 2 Xk+1 _£k+1\k+l
= (I=Ye+1Kiet1C) ety 1k — Ver1 K1V (13)
Priafet1= Prtae = Vet 1Ke+1CPry1jr (14)
K12 Pyl (CPypC +R) ™ (15)

where we simply applied the standard derivation for the
time varying Kalman filter using the following time varying
system matrices: A, = A, C, = 1C, and Cov(vk) =R.

B. Estimator Design Under UDP-Like Protocols

We derive the equations for the optimal estimator
using similar arguments as in the standard Kalman
filtering equations. The innovation step is given by

. A
X1k = EPoer|Gre] = E[Axg + viBug + wi |G

:A)AC]Q“Q + ljBuk (16)
A ~

€rt1lk = Xk+1 — Xk41|k
:Aek‘k —|— (l/k — V)Buk —|— W (17)
A

Prape = E |:ek+1\ke;q+1\k|gk:|
= AP A’ + (1 — v)BuuyB' + Q (18)

where we used the independence and zero-mean of wy,
(v, — v), and Gy, and the fact that u, is a deterministic
function of the information set G,. Note how under UDP-
like communication, differently from TCP-like, the error
covariance Py depends explicitly on the control input
up. This is the main difference with control feedback
systems under TCP-like protocols.

The correction step is the same as for the TCP case

Xet1ferr = X1 T Vet 1K1 (1 — Cligape)

Priajer1 = Prraje — Yer1Ke+1CPry s (19)

A _
Kit1 = Py C (CPiypC’ + R) ™ (20)

where again we considered a time varying system with
A, = A and C, = %, C as we did for the optimal estimator
under TCP-like protocols.

V. OPTIMAL CONTROL UNDER
TCP-LIKE PROTOCOLS

Derivation of the optimal feedback control law and the
corresponding value for the objective function will follow
the dynamic programming approach based on the cost-to-
go iterative procedure.

Define the optimal value function V,(x;) as follows:

a

VN (xN) UE [X;\,WNXN ‘.7:1\]]

Vie ()

1>

min [E [X;Qkak + l/ku'kUkuk
w,

+ Vier1 (1) [ Fi] (21)

where k=N —1,...,1. Using dynamic programming

theory [40], one can show that J3; = Vo (xo). Under TCP-
like protocols the following lemma holds true:

Lemma 5.1: The value function Vj(x,) defined in (21) for
the system dynamics of (1)-(3) under TCP-like protocols
can be written as

Vie(x) = E[x;Skka-'k] +c, k=N,...,0 (22)

where the matrix S; and the scalar ¢, can be computed
recursively as follows:

S =A'Sp1A + Wy

— DA'S;1B(B'Sp1B 4+ Up) 'B'SenA (23)
o =trace ((A'Se1A + Wi — Si)Py)
+ trace(Sp+1Q) + Elcpri|Fr] (24)

with initial values Sy = Wy and cy = 0. Moreover the
optimal control input is given by

up = —(B'Sis1B + Up) 'B'Spidfyy = L. (25)

Proof: The proof employs an induction argument. The
claim is clearly true for k = N with the choice of parameters
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Sy =Wy and cy = 0. Suppose now that the claim is true for
k + 1, i.e., Vk+1(Xk+1) - E[XL+ISk+IXk+1|fk+I] + Chti- The
value function at time step k is the following:

Vi(x) = min [E[x;Qkak + l/kuLUkU-k + Vi (xk+1)|}—k]
up
= min [E[x/kaXk + Vku;gUkuk + |‘7:1J
uj,

+ E[E [y StetsXiets + s Frea] [ Fi]
= min[E [x;Qkak + l/kuLUkuk
Uk

+ Xy 1Ser1Xer + Ck+1|-7:k]
=E [x;{kak + XLA/Sk+1Axk ‘.7:;@]
+ trace(Sp+1Q) + Elcrr:|Fr]
+ Umin (u;(Uk + B/SkJrlB)u,Q
Uk

+ 2u,B'S)1 1A%y ) (26)

where we used Lemma 1(c) to get the third equality, and (8)
to obtain the last equality. The value function is a quadratic
function of the input, therefore, the minimizer can be
simply obtained by solving 0V}, /Ou, = 0, which gives (25).
The optimal feedback is, thus, a simple linear function of the
estimated state. If we substitute the minimizer back into
(26) we get

Vi(x) =E [x;Qkak + x{eA'SkﬂAxkﬂk]
+ trace(Sk11Q) + E[ci+:|Z4]
— Ukl A'Si1B(Ui + B'Si1B) ' B'S 1A%y
=k [x;quxk + x;A'SHIAxk — ﬂxLA'Sk+1B
X (Ui + B'S41B) " 'B'Sii1Ax| T4
+ trace(Sp+1Q) + Elcrt|Zr]
+ Dtrace (A'S1B(Uy + B'Sk1B) ' B'Sis1 Py )

where we used Lemma 1(b). Therefore, the claim given by
(22) is satisfied also for time step k for all x;, if and only if the
(23) and (24) are satisfied. [ |

Since J};(Xo,Po) = Vo(xo), from the lemma it follows
that the cost function for the optimal LQG using TCP-like
protocols is given by

N-1

T = XyS0%o + trace(SoPo) + Z trace(S,+1Q)
k=0

N-1
+ Z trace((A/SkHA + Wi — Sp)E, [Pk|k]) (27)
k=0

where we used the fact E[x}Soxo] =X5So%o + trace(SoPy),
and E,[-] explicitly indicates that the expectation is
calculated with respect to the arrival sequence {7}.
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It is important to remark that the error covariance
matrices {Pk‘k}lk\f:o are stochastic since they depend on the
sequence {7}. Moreover, since the matrix Prtijpr1 Is a
nonlinear function of the previous time step matrix cov-
ariance Py, as can be observed from (11) and (15), the exact
expected value of these matrices, [E,[Py], cannot be
computed analytically, as shown in [37]. However, they
can be bounded by computable deterministic quantities, as
shown in [37] from which we can derive the following
lemma:

Lemma 5.2 ([37]): The expected error covariance matrix
E, [Py] satisfies the following bounds:

(28)

Py < E,[Pp] < ﬁk\k Vk >0

where the matrices I/J\k‘k and f;qk can be computed as
follows:

P =APy1A’ +Q — 7A§k\k—1C'

X (CPyt1C" + R) ' CPyp 1A' (29)

j:)\k|k :ﬁkuaq - ’VP\k\kqC/
% (CPyjaC' +R) ' CPyjpy (30)
Pesaje = (1 — 7)APg 14" +Q (31)
ﬁk|k =(1- 7)51@\1%1 (32)

where the initial conditions are 130‘0 = §0|o = Py.

Proof: The argument is based on the observation that
the matrices Py and Py are concave and monotonic
functions of Pyy._;. The proof is offered in [37] and is thus
omitted. |

From this lemma it follows that also the minimum
achievable cost J}, given by (27), cannot be computed
analytically, but can bounded as follows:

NS [ (33)
N-1
Je¥ =X SoXo + trace(SoPo) + Z trace(S,11Q))
k=0
N-1 .
+ ) trace((A'SpA + Wi — Si) Py (34)
k=0
) N-1
T =X, SoXo + trace(SoPo) + Z trace(Sp+1Q)
k=0
N-1 _
+ Y trace((A'SpA + Wi — Si)Pype)- (35)
k=0
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The results derived above can be summarized as
follows:

Theorem 5.3: Consider the system (1)—(3) and consider
the problem of minimizing the cost function (5) within the
class of admissible policies u, = f(F}), where F}, is the
information available under TCP-like schemes, given in
(4). Then, the following hold.

a) The separation principle still holds for TCP-like
communication, since the optimal estimator,
given by (9), (11), (12), (14), and (15), is inde-
pendent of the control input uy.

b) The optimal estimator gain Kj is time-varying
and stochastic since it depends on the past ob-
servation arrival sequence {’yj};ll.

c) The optimal control input, given by (25) and (23)
with initial condition Sy = Wy, is a linear
function of the estimated state X, i.e.,
u, = Lkﬁk‘k, and the optimal gain L, is indepen-
dent of the process sequences {V, Yy }-

The infinite horizon LQG can be obtained by taking
the limit for N — 400 of the previous equations.
However, as explained above, the matrices {Py}
depend nonlinearly on the specific realization of the
observation sequence {7}, therefore, the expected error
covariance matrices [E,[Py;] and the minimal cost Jy
cannot be computed analytically and do not seem to
have limit [37]. Differently from standard LQG optimal
regulator [41], the estimator gain does not converge to a
steady state value, but is strongly time-varying due to its
dependence on the arrival process {7.}. Moreover,
while the standard LQG optimal regulator always
stabilizes the original system, in the case of observation
and control packet losses, the stability can be lost if the
arrival probabilities v, 7 are below a certain threshold.
This observation comes from the study of existence of
solution for a Modified Riccati Algebraic Equation
(MARE), S =TI(S,A,B,W,U,v), which was introduced
by [42] and studied in [25], [37] and [43], where the
nonlinear operator II(-) is defined as follows:

II(S,A,B,Q,R,v) SASA+W— vA'SB(B'SB + U) 'B'SA.
(36)

In particular, (23), i.e., Sp11 = I(Sk,A, B, W, U, v), is the
dual of the estimator equation presented in [37],
i.e., Ppy1 = II(P, A, C', Q, R, ). The results about
the MARE are summarized in the following lemma

Lemma 5.4: Consider the modified Riccati
equation defined in (36). Let A be unstable,
(A, B) be controllable, and (A, W/?) be observ-
able. Then, the following hold.

a) The MARE has a unique strictly positive definite
solution Sy, if and only if v > v, where v, is the
critical arrival probability defined as

v 2 inf{0 < v < 1S = II(S,A, B, W, U, v),S > 0}.

b) The critical probability v, satisfy the following
analytical bounds:

Pmin S Ve S Pmax
1
max;| (4) |
1

LA @)P

A
Pmin = 1-—

1>

Pmax

where A/(A) are the unstable eigenvalues of A.
Moreover, V. = pyiy when B is square and
invertible, and v, = pp,, when B is rank one.

c¢) The critical probability can be numerically com-
puted via the solution of the following quasi-
convex LMIs optimization problem

v, = argmin; ¥,(Y,Z) >0, 0<Y<IL
U,(Y,2) =
Y Y  \vZU: /u(YA +ZB') \/1— vYA'
Y w1t o0 0
N4 0

VV(AY +BZ') 0
V1 —vAY 0

< O O O

0
Y
0

S O

d) Ifv >y, thenlim,_. S, = Sy for all initial co-

ditions Sg > 0, where Sy.1 = I1(S, A, B, W, U, v).

The proof of facts a), c), and d) can be found in [37]. The

proof Y = pmin When B is square and invertible can be

found in [42], and the proof v; = pya., When B is rank one
in [25].

Differently from standard LQG
optimal regulator, the estimator
gain does not converge to a
steady state value.
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In [37], statistical analysis of the optimal estimator was
given, which we report here for convenience:

Theorem 5.5 ([37]): Consider the system (1)-(3) and the
optimal estimator under TCP-like protocols, given by (9),
(11), (12), (14), and (15). Assume that (A,QY?) is
controllable, (A, C) is observable, and A is unstable. Then
there exists a critical observation arrival probability -,
such that the expectation of estimator error covariance is
bounded if and only if the observation arrival probability is
greater than the critical arrival probability, i.e.,

E,[Pee] <M VR iff >,

where M is a positive definite matrix possibly dependent
on Py. Moreover, it is possible to compute a lower and an
upper bound for the critical observation arrival probability
er i.e., Pmin S '7c S ,Ymax S pmasu Where

Ymar 20f{0 <y < 1,|P = (P, A", C',Q,R, ), P > 0)}
Y

where ppin and puay are defined in Lemma 5.4.
The proof of the previous theorem can be found in [37].
Using the previous theorem and the results from the
previous section, we can prove the following theorem
for the infinite horizon optimal LQG under TCP-like
protocols:

Theorem 5.6: Consider the same system as defined in the
previous theorem with the following additional hypothe-
sis: Wy = W, = W and U, = U. Moreover, let (A, B) and
(4, QI/Z) be controllable, and let (4,C) and (A, Wl/z) be
observable. Moreover, suppose that 7 > v, and ¥ > Ypax,
where v, and 7Yy, are defined in Lemma 5.4 and in
Theorem 5.5, respectively. Then we have the following.

a) The infinite horizon optimal controller gain is

constant

Jim I = Log = = (B'SxcB + U) 'B'SyA. (37)
—0C

b) The infinite horizon optimal estimator gain Kj,
given by (15), is stochastic and time-varying since
it depends on the past observation arrival
sequence {’y]} -

c) The expected minimum cost can be bounded by
two deterministic sequences

1 . 1

N]Ir\?ln S _]ITI < ]max

(38)
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where ]mm J§* converge to the following values:

juax & A NETOOE max
= trace ((A'SxA + W — S).
X (Poo — P C'(CPC' + R)'CPL.))
+ trace(S,,Q)
](r)noin A Nilfooﬁ ﬁin
= (1 — )trace((A'SxA + W — Sx)Pus)
+ trace(5,,Q)

1_)0(‘,3 B:x;
definite solutions of the following equations:

and the matrices S, are the positive

Seo =A'SuA+ W — DA'S. B(B'SyB + U) 'B'S, A
Py =AP, A 4 Q — JAP, C'(CPoC' +R) 'CP, A’
P =(1—7)APA"+Q

Proof:

a) Since by hypothesis v > v, from Lemma 5.4(d)
follows that limj_, ;o S = Soo. Therefore, (37)
follows from (25).

b) This follows from the dependence on the arrival
sequence {7;} of the optimal state estimator given
by (9), (11), (12), (14), and (15).

c) Equation (29) can be written in terms of the
MARE as Py 1, = I(Pyp_1,4",C', Q,R,7), there-
fore, since 7 > Yinax from Lemma 5.4(d) it follows
that limy,_, 1 oo P,QUQ 1 = P, where P, is the solu-
tion of the MARE P, —H(POC,A’ C',Q,R,7).
Also limy_, 1 oo Pk|k 1 = P, where Py, is defined
in (31) and Py is the solution of the Lyapunov
equation Py, = APoA + Q, where A = /T — FA.
Such solution clearly exists since /1—7 <
(1/pmin) = 1/ max; |A*(A)| and thus the matrix A
is strictly stable From (30) and (32) it follows
that im0 Py = Pog — 7PC'(CPoC’ +R) ™

CPs and (1-49)P,. Also

limy, o0 Skt1 = limp_ 4 o0 S = Seo. Finally from

(33)-(35) and the previous observations follow

the claim. [ ]

ity 4.0 Pyype =

VI. OPTIMAL CONTROL UNDER
UDP-LIKE PROTOCOLS

In this section, we show that the optimal LQG controller,
under UDP-like communication protocols, is in general not
a linear function of the state estimate. Consequently,
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The separation principle does
not hold since the estimator
error covariance depends on
the control input.

estimation and controller design cannot be treated in-
dependently. For this, we construct a counter-example
considering a simple scalar system and we proceed using
the dynamic programming approach. Consider the scalar
system where A=1,B=1,C =1 Wy =W, =1, U, =0,
R =1, Q = 0. Analogously to the TCP case, we define the
value function, Vi(x;), as in (21) where we just need to
substitute the information set ) with G,. For k = N, the
value function is given by Vy(xy) = E[x\Wxxy|On] =
E[x%|Gy]. For k = N — 1 we have

Vn-1(Xn—1) = min [E[xlzq,l + VN(XN)lngl]

UN-1

IJ:{E?([E [2x§1_1 |Q’N,1] + ﬂuf\f_l

+ 2l7uN—1xN—1|N—1)

where we used the independence of vy_; and Gy_1, and
the fact that uy_; is a deterministic function of the
information set Gy_;. The cost is a quadratic function of
the input uy_;, therefore, the minimizer can be simply
obtained by finding OVy_1/Juy_1 = 0, which is given by
Uy_; = —Xy_1n-1. If we substitute back uy_, into the
value function we have

Vn-1(xn-1) = [2x12\171|gN—1] - 17)212\171\N71

E
E[(2 — 2)x3_1|Gn-1] + PPy_yn—1

where we used Lemma 4.1(b).
Using the previous equations we proceed to compute
the value function for k = N — 2

Vy—2(xN-2)

= min E[x_, + Vy—1(xx-1)|Gn—2]

= [E[(?’ - D)x§172|gN72} + 9+ UPy N2
+ (1 —9)Py_ajN-2
+ TN{? <(’7(2 — D)uy_y + 20(2 — D)uy—2%najv—2-
+ 71— 0) 1 - s, + 77
! > (39)

X — -
Py_gn—2 +7(1 = D)ug_, +1

The first three terms within parenthesis are
convex quadratic functions of the control input
uy_2, however the last term is not. Therefore, the
minimizer uy_, is, in general, a nonlinear
function of the information set G,,. The nonline-
arity of the optimal controller arises from the fact
that the correction error covariance matrix
Ppt1k41 is a nonlinear function of the innovation
error covariance Py, as it can be seen in (19) and
(20). The only case when Py ;1 is linear in Py is
when measurement noise covariance R = 0 and the obser-
vation matrix C is square and invertible, from which
follows that the optimal control is linear in the estimated
states.
We can summarize these results in the following
theorem:

Theorem 6.1: Let us consider the stochastic system
defined in (1) with horizon N > 2. Then the follow-
ing hold.

a) The separation principle does not hold since the

estimator error covariance depends on the control
input, as shown in (18).

b) The optimal control feedback u, = g (G,) that
minimizes the cost functional defined in (5) under
UDP-like protocols is, in general, a nonlinear
function of information set Gy.

c) The optimal control feedback u, = g;(Gr) is a
linear function of the estimated state X, i.e.,
U = LyXy if and only if the matrix C is invertible
and there is no measurement noise [36]. In the
infinite horizon scenario, the optimal state-feed-
back gain is constant, i.e., Ly =L’ , and can be

computed as the solution of a convex optimization
problem. A necessary condition for stability of the
closed loop system is:

AP(y+7—290) <q+D—290  (40)

where |A| = max; |\i(A)| is the largest eigenvalue
of the matrix A. This condition is also sufficient if
B is square and invertible.

Proof: (a) This statement is clearly true by inspect-
ing (18), since according to the definition of separation
principle the estimate error must not depend on the
control input. (b) This claim follows by the counterex-
ample above. (c) As the proof of this claim is long and
rather technical we moved it to the Appendix for the
interested reader. ]

A graphical representation of the stability bounds are
shown in Fig. 2, where we considered a scalar system with
parameters |A| = 1.1. For the same system we have
Pmin = Pmax = 1 — 1/|A|2 = 0.173, therefore, the critical
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probability for the TCP-like protocols is Y. = Ve = Pmin as
stated in Theorem 5.5. The stability bound for UDP-like
protocols of (40) is stronger than a similar bound recently
reported in [36].

The nonlinearity of the input feedback arises from the
fact that the correction error covariance matrix Py 141 is a
nonlinear function of the innovation error covariance
Pri1jk- The only case when P 11 is linear in Py, is
when R=0 and C =1, from which follows that the
optimal control is linear in the estimated states. However,
it is important to remark that the separation principle still

does not hold, since the control input affects the estimator
error covariance.

VII. NUMERICAL EXAMPLES

In this section, we show some applications of the
theoretical tools developed in the previous sections to
evaluate the performance of typical control systems for
different communication architectures and protocols.

As a first example we consider the pendubot: a control
laboratory experiment consisting of two-link planar robot

Fig. 3. Photo of Pendubot. Courtesy of Mechatronic Systems, Inc.
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Fig. 4. Different controller placement: colocated with the actuator (top) and remote (bottom).

with torque actuation only on the first link as shown in 1000 r0.001 0

Fig. 3. We are interested in designing a controller that , R= , U=
stabilizes the pendubot in up-right position, corresponding 0010 ; 0 0.001

to unstable equilibrium point 8] = —7/2, ¢5 = 0, where 0.003 5000
the angles 6;, 6, are defined as shown in Fig. 3. We address T 1.000 0100
th;: interested hreader to [44}3 for more details and Q=qq, q= —0.005 |’ W= 0010
references on the pendubot. The state space representa- ~2.150 | 000 1

tion of the system linearized about the the unstable
equilibrium point and discretized with sampling period
T, = 0.005]s| is given b . .

] s given by where x = [660,, 801, 605, 60,)" and 80,(t) = 0,(t) — 07 The

matrix A has two stable and two unstable eigenvalues

1.001  0.005 0.000 0.000 0.001 eig(A) = (1.061,1.033,0.968,0.941). It is easy to verify
035 1.001 —0.135 0.000 0.540 that the pairs (4, B) and (A, Q) are controllable, (4, C) and
= , B= (A, W) are observable, and R > 0, as required by the as-
—0.001 0.000 1.001 0.005 —0.002 . : .
sumptions of the theorems presented in the previous
—0.375 —0.001 0.590 1.001 —1.066 sections.
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We first compare the performance of the closed loop
controller for two different control architecture, as shown
in Fig. 4. In the first scenario, we consider actuators with
no computational resources, therefore, the controller must

be implemented remotely and the control input is trans-
mitted to the actuator via a lossy communication link
which adopt a TCP-like protocol. We also assume that the
communication links between the sensors and the
controller and between the controller and the actuator
are independent and have the same arrival probability, i.e.,
7 =4. In the second scenario, we consider the use of
“smart” actuators, i.e., actuators with sufficient computa-
tional resources to implement the optimal controller. In
the scenario where the controller is colocated with the
actuator, it is equivalent to the TCP-like optimal control
with observation arrival probability 7., = vy = ~? (series
of two independent lossy links) and control arrival pro-
bability 7,y = 1 (no communication link). Fig. 5 shows the
upper bound for the minimum infinite horizon cost J3**
defined in Theorem 5.6. The colocated controller clearly
outperforms the performance of the remote controller.
This is to be expected as the colocated controller can
compensate for observation packet with an optimal filter

and there is no control packet loss. The remote controller,
on the other hand, can compensate only for the
observation packet loss, but not for the control packet
loss. Therefore, when practically feasible, it is always more
effective to place the controller as close as possible to the
actuators.

As a second example we compare the performance
under the TCP-like and UDP-like protocols, as shown in
Fig. 1. We consider the pendubot above with the ad-
ditional assumptions of full state observation, i.e.,
C = L4x4, and no sensor noise, i.e., R = O4x4. Again we
assume independent lossy links with the same loss
probability ¥ = 4. Fig. 6 shows the upper bound of
minimum cost J5* under TCP-like protocols calculated as
in Theorem 5.6 and the minimum cost J) under UDP-
like protocols calculated as described in Theorem 8.5 in
the Appendix. The TCP-like communication protocols
give better control performance than UDP-like, however
this comes at the price of an higher complexity in the
protocol design. Once again tradeoffs between perfor-
mance and complexity appear.

As a final example we consider a different compensa-
tion approach at the actuator site when no computational

400 |- : . .

\ remote contr.
350 I'. colocated contr.
300

250

200
J

150

100

50

T

0 1 1

0.4

0.6 0.8 1

v=y

Fig. 5. Upper bounds J™** for the minimum cost with respect to two different controller locations under TcP-like protocols: controller
colocated with the actuator equivalent to TCP-like performance with 7., = v and v.q = 1 (thin solid line) and controller located remotely
from the actuator and connect by a communication network (thick solid line). Cost is calculated for v = +.
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Fig. 6. Minimum cost J, under two different communication protocols: TcP-like (thin solid line) and ubp-like (thick solid line).

resources are available. In this paper, we chose to apply
no control when a control packet is lost, uy = 0. We call
this approach zero-input strategy. Another natural choice
is to use the previous control input if the current is lost, i.
e., u, = up_; [15]. We call this second approach hold-
input strategy. Fig. 7 gives a pictorial representation of
these two strategies. We consider a very simple scalar
unstable system with parameters A=12, B=C=1,
W = U =1 and no process and measurement noise, i.e.,
R = Q = 0. We also assume there is only control packet
loss with arrival probability # = 0.5 and no observation
packet loss, i.e., 7 = 1. Since there is no observation loss
and there is full state observation with no measurement
noise, the optimal control must necessarily be a static
teedback and no filter is necessary. The dynamics of the
closed loop with zero-input strategy can be written as
follows:

Xp+1 =Axp, + Buz
a Cc
U, = VU,

up, =L.x; (41)

and the dynamics for the hold-input strategy as

Xp+1 =Axy, + Buz
up =vuy, + (1 — vy,

ui = thk- (42)

We compare the performance in terms of the infinite
horizon expected total cost Joo = E[Y_p, 3 Wxg, + uff Uuf].
The optimal gain for the zero-input strategy can be com-
puted from (37) and is equal to L} = —1.02. However, the
exact computation of this expected cost for the hold-input
strategy cannot be computed analytically with the tools
developed in this paper, therefore, we resort to the com-
putation of the empirical cost for a wide range of control
feedback gains L, and L,. Fig. 8 shows the empirical cost
TP computed as the average cost over 10 000 runs with
initial condition xg = 2, uj = 0. Note that the empirical
optimal gain and the theoretical optimal gain L} for the
zero-strategy are consistent. Surprisingly, the zero-input
strategy not only gives a comparable performance with the
hold-input strategy but it appears to perform better both
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in terms of minimum achievable cost and in term of
robustness with respect to feedback gain sensitivity. This
is only an example and further rigorous analysis needs to
be performed to verify if this is a general result.
Nonetheless the zero-input strategy is a fair approach
and it is based on the rationale that in a stable closed loop
system driven by gaussian noise with zero mean, also the
input to the plant is gaussian with zero mean, therefore,
using uj = 0 when a packet is lost is equivalent of using
an unbiased estimate of the input uj, generated by the
remote controller.

VIII. CONCLUSION AND
FUTURE DIRECTIONS

In this paper, we have analyzed the LQG control problem
in the case where both observation and control packets
may be lost during transmission over a communication
channel. This situation arises frequently in distributed
systems where sensors, controllers and actuators reside in
different physical locations and have to rely on data
networks to exchange information. We have presented
analysis of the LQG control problem under two classes of
protocols: TCP-like and UDP-like. In TCP-like protocols,

| Zero-input :
Strategy |

Lo e o oo o o

Controller

F 3

= szk

-
| Hold-input

I Strategy :

_____ -
[

Plant

up = vRpug
LTk+1
V. = 0 Vi = 1

| c
0 wuj o

k

uf = ypuf + (1 —vp)uf_4
l Llk41

Az, + Buj,

Controller Lk

F 3

ug, Lpzy,

Fig. 7. compensation approaches for actuators with no computational resources when a control packet is lost: zero-input approach

u} = 0 (top) and hold-input approach u} = u;_, (bottom).
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Fig. 8. Empirical cost for different values of the feedback gains L, and L, for the zero-input strategy (thin solid line)

and hold-input strategy (thick solid line).

acknowledgements of successful transmissions of control
packets are provided to the controller, while in UDP-like
protocols, no such feedback is provided.

For TCP-like protocols we have solved a general LQG
control problem in both the finite and infinite horizon
scenarios. We have shown that the optimal control is a
linear function of the state and that the separation
principle holds. As a consequence, controller design and
estimator design are decoupled under TCP-like protocols.
However, unlike standard LQG control with no packet
loss, the gain of the optimal observer does not converge to
a steady state value. Rather, the optimal observer gain is a
time-varying stochastic function of the packet arrival
process. Several infinite horizon LQG controller design
methodologies proposed in the literature impose time-
invariance on the controller and are, therefore, subopti-
mal. In analyzing the infinite horizon problem, we have
shown that the infinite horizon cost is bounded if and only
if arrival probabilities 7, U exceed a certain threshold.
Thus, the underlying communication channel must be
sufficiently reliable in order for LQG optimal controllers to
stabilize the plant.

UDP-like protocols present a much more complex
problem. We have shown that the lack of acknowledge-
ment of control packets results in the failure of the sepa-

ration principle. Estimation and control are now
intimately coupled. We have shown that the LQG optimal
control is, in general, nonlinear in the estimated state. As a
consequence, the optimal control law cannot be deter-
mined explicitly in closed form, rendering this solution
impractical. In the special case where the state is com-
pleted observed (C is invertible and there is no output
noise i.e., R = 0), the optimal control is indeed linear and
can be explicitly computed. We have shown that the set of
arrival probabilities ¥, ¥ for which the infinite horizon cost
function is bounded, is smaller than the equivalent set for
TCP-like protocols. However, for moderate packet loss
probabilities the performance of these two classes of
protocols is comparable. This makes the simpler UDP-like
protocols attractive for networked control systems.

To fully exploit UDP-like protocols it is necessary to
have a controller/estimator design methodology for the
general case when there is measurement noise and under
partial state observation. Although the true LQG optimal
controller for UDP-like protocols is time-varying and hard
to compute, we might choose to determine the optimal
time-invariant LQG controller. Although this is a subop-
timal strategy, this controller can be determined explicitly,
rendering implementation simple and computationally
effective, as recently presented in [45].
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We have shown that underlying communication
protocols intimately affect the overall performance of
networked control systems. For example the separation
principle of LQG optimal control, a milestone in classical
control theory on which many modern controller design
techniques rest, does not hold in general for networked
control systems. This suggests that controller design needs
to be substantially reconsidered for such systems. A second
implication of our work is that controller design and
communication protocol design are tightly coupled. This
suggests that communication protocols targeted to net-
worked control systems need to be developed. B

APPENDIX
PROOFS

A. UDP-Like Special Case: R =0
and C Invertible

Without loss of generality we can assume C = I, since
the linear transformation z = Cx would give an equivalent
system where the matrix C is the indentity. Let us now
consider the case when there is no measurement noise,
i.e., R = 0. These assumptions mean that it is possible to
measure the state x, when the observation packet is
delivered. In this case, the estimator (18)-(20) simplify
as follows:

Kii=1I (43)
Pegajess = (1= Y1) Py
= (1= Yes1)(APypA+Q
+ v(1-v)Buu,B) (44)
E[Petafers| Gl = (1= 7)(A'PpA+Q
+ (1—7)Buu,B) (45)

where in the last equation we used independence of .11
and Gy, and we used the fact that Py, is a deterministic
function of G,.

Following the same approach to optimal control
adopted in Section V, we claim that the value function
Vi (xi) can be written as follows:

Vi(x) = fc;qksk’%klk + trace(TyPy) + trace(DQ)  (46)

for k=N,...,0. This is clearly true for k =N, in fact
we have

VN(XN) =E [x;\]WNXN‘gN}
ZJE/MNWNJ?NW + trace(WyPyy)
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where we used Lemma 4.1(b), therefore, the statement is
satisfied by Sy = Wy, Ty = Wy, Dy = 0. Note that (46)
can be rewritten as follows:

Vie(x,) = [E[x;askxk|gk] + trace((Tk — Sk)Pk‘k) + trace(D,Q)

where we used once again Leglma 4.1(b). Moreover, to
simplify notation we define H, = (T}, — Si.). Let us suppose
that (46) is true for k + 1 and let us show by induction it
holds true for k

Vi(x) = Hlllin E [X;kak + Ve, Uttge + Vieys (Xiet1) |gk]
k

=min (E[x,Wix. + v, Uity + XJ,, SeiXk1-
Uk

+ trace(Hit1Pesafer)
+ trace(Dk+1Q)|gk])
= E[x, (Wi 4+ A'S+1A)xx| G|
+ trace(Sp+1Q) + (1 —7)
X trace (Hk+1 (A/Pk|kA + Q)) + trace(Dp+1Q)
+ nlliin(ﬁu;zUkuk + Du;QB'SkHBuk

+ 20w B’ S Ak + (1 — ) (1 — 7)
x trace(Hy+1BuguB'))
= E[x,(Wi. + A'Sp.A) x| G
+ trace((Dis1 + (1= )Hit1)Q)
+ (1 — ¥)trace(AH1A'Py,) + trace(Si+1Q)
+ En'llin(u;e(Uk + B,(Sk+1 +(1-9)

X (1= ¥)Hy+1)B)
X g + 2B’ S 1A%y )
= JAC;HQ(Wk + A/Sk+1A)ﬁ'k‘k

+ trace((Des1 + (1 = ¥)Tie1 + ¥Sk+1)Q)

+ trace (W, + YA'Sk11A + (1 — 7)AT1A") Py

+ vmin(uj,(Ux + B'((1 — @)Sk41 + @Ter1)B)uk
Uk

+ 2 B'Sp 1A%y,

where we defined a=(1-7v)(1—7%), we used
Lemma 4.1(c) to get the second equality, and (8) and
(45) to get the last equality. Since the quantity inside the
outer parenthesis is a convex quadratic function, the

minimizer is the solution of 9V}, /Ow, = 0 which is given by

uf = —(Up + B'((1 — @)Sps1 + aTey1)B) "
X B'Sj 1A%, (47)

= LiXpr (48)
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which is linear function of the estimated state Xj.
Substituting back into the value function we get

Vie(x) = iy, (Wie + A"Spe1A) i
+ trace((Dps1 + (1 = 9) Tier + 7Sk1)Q)
+ trace (Wi, + A'Sp1A + (1 — 7)ATi1A") Py )
— VXA S Ly
= Xy (Wi + A'Sp 1A —
+ trace((Det1 + (1 = ) Tier1 + ¥Skt1)Q)
+ trace (Wi + A'Se1A + (1 — 7)ATi1A" ) Pygr)

ﬂﬁ’k‘kA’SkHBLk)J%k‘k

where we used Lemma 4.1(b) in the last equality. From the
last equation we see that the value function can be written
as in (46) if and only if the following equations are
satisfied:

Sk =A'Sp 1A+ W, — UA'S, 1B
X (U 4+ B'((1 — @)Sky1 + aTiy1)B) 'B'SpiA

= ®5(Sr1, Tern) (49)
T = (1 — 9)A' Ty 1A + YA Sp 1A + Wi

=®"(Sgt1, Terr) (50)
Dy = (1 = 4)Tie1 + ¥Sks1 + Dt (51)

The optimal minimal cost for the finite horizon,
Ji = Vo(xo) is then given by

T = XySo¥Xo + trace(SoPo)
N

+ Z trace(((1 — )T + 7S)Q).- (52)
k=1

For the infinite horizon optimal controller, necessary
and suff1c1ent conditions for the average minimal cost
Joo = th_,+oc(1/N)]N to be finite, are that the coupled
iterative (49) and (50) should converge to a finite value So,
and To as N — +00. In the work of Imer et al. [36],
similar equations were derived for the optimal LQG
control under UDP with the additional more stringent
conditions Q =0 and B square and invertible. They
determine necessary and sufficient conditions for those
equations to converge. However, these conditions are
invalid in the general case when B in not square. Below we
prove a number of lemmas and theorems that will allow us
to derive stronger necessary and sufficient conditions even
when B not necessarily square and invertible.

Lemma 8.1: Let S, T € M = {M € R""|M > 0}. Consi-
der the operators ®5(S, T), and ®7(S, T) as defined in (49)

Foundations of Control and Estimation Over Lossy Networks

= ®5(Sy, Ty)
—(U+B((1—

and (50), and consider the sequences Sp41
and Ty = <I) (Sk, T). Consider Ly =
a)S+aT)B)~ 'B'SA and the operator:

Y(S,T,L) = (1 - L_)A’SA +W
1—«

7

+ = (A+ (1 —a)BL)'S(A+ (1 — a)BL)
—Q

+ vL'UL + val/B'TBL

Then the following facts are true:

a) ®5(S,T) = min, Y(S, T, L)

b) 0<Y(S,T,Li;) = 5(S,T) < Y(S,T,L)VL

c) If Spiq > Sk and Trt1 > Ty, then Sy > Spyq and
Tiev2 > Thera-

d) If the pair (A,WY?) is observable and S=
®5(S,T) and T = ®T(S,T), then S > 0and T > 0.

Proof:

a) If Uis invertible then it is easy to verify by direct

substitution substitution that

!
Y(S,T,L) = ®5(S,T) + 17(L - L;T)

« (U+B((1—a)S + aT)B) (L - L;T)

> 05(s, T)

b) The nonnegativeness follows form the observation
that Y(S,T,L) a sum of positive semi-definite
matrices. In fact, (1 — (7/(1 — @))) = (F(1 —p)/
(v +9(1—-7r))) >0and 0 < & < 1. The equality
Y(S,T,Ls;) = (S, T) can be verified by direct
substitution. The last inequality follows directly
from Fact (b).

c)
Ski2 = P (Ski1, Thsr) = T(5k+1»Tk+le§k-1,Tk+1)
> (St Te, L, . TM) > T(Sk,Tk, ska)
:(DS(SIQ? T ) = Sk+1
Tisz =P (Spsr, Teg1) = @7 (Sk, Te) = T

d) First observe that S= ®5(S,T) >0 and T =
®T(S,T) > 0. Thus, to prove that S, T >0, we
only need to establish that S, T are nonsingular.
Suppose they are singular, the there exist vectors

0 # v, € N(S) and 0 # v, € N(T), i.e., Sv;, =0
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and Tv; = 0, where N (+) indicates the null space.
Then

0 =V/Su, = v/&5(S, T)v, = VT (s, T, L;T)vs

=(1 v 'A'SA "W
=712, Vg vs + V,Wvug + %

where % indicates other terms. Since all the terms
are positive semi-definite matrices, this implies
that all the term must be zero

VLA'SAv, = 0=>SAv; = 0=>Av, € N(S)
VW, =0=W"2y, = 0.

As a result, the null space N/ (S) is A-invariant.
Therefore, N (S) contains an eigenvector of A, i.e.,
there exists u # 0 such that Su = 0 and Au = ou.
As before, we conclude that Wu = 0. This implies
(using the PBH test) that the pair (A, W"/2) is not
observable, contradicting the hypothesis. Thus,
N(S) is empty, proving that S > 0. The same
argument can be used to prove thatalsoT > 0. W

Lemma 8.2: Consider the following operator:

Y(S,T,L) = A'SA + W + 20A’SBL

+ v/ (U+B'((1 — a)S+ aT)B)L.  (53)

Assume that the pairs (A, W'/?) and (A, B) are observable
and controllable, respectively. Then the following state-
ments are equivalent:
a) There exist a matrix L and positive definite
matrices S and T such that

S=TYGT,0), T=a'E P
b) Consider the sequences
Sk+1 = @S(Sk, Tk)7

Tir1 = O (Sk, Tie)

where the operators ®(-), ®(-) are defined in
(49) and (50). For any initial condition Sy, To > 0
we have

lim S, = So,

k—00

lim Ty = Too
k—00
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and Soo, Too > 0 are the unique positive definite
solution of the following equations

Seo = (I)S(Sochoo)a Too = (I)T(SooyToo)~

Proof:

(a)=(b) The main idea of the proof consists in proving
convergence of several monotonic sequences. Consider
the sequences Vi = Y(Vi,Z,L) and Zq =
®T(Vi,,Z,) with initial conditions Vo = Zg = 0. It is
easy to verify by substitution that V; = W + v UL >
0=Vy and Z; =W >0 =2Z2p. Lemma 8.1(a) shows
that the operator Y(V, Z, L) is linear and monotonically
increasing in V and Z, i.e., (Viy1 > Vi, Zpy1 > Zp) =
(Virz > Vis1, Ziwa = Zpy1)- Also the operator ®7(V, Z)
is linear and monotonically increasing in V and Z. Since
Vi > Vy and Z; > Z,, using an induction argument we
have that Vi1 > Vi, Zpi1 > Z;, for all time k, i.e., the
sequences are monotonically increasing. These se-
quences are also bounded, in fact (Vo <S5),(Zy <
T) = (V; = Y(0,0, L) < Y(S,T,L) = §), (z, = ®7(0,
0) < ®7(S,T) = T) and the same argument can be
inductively used to show that V}, < Sand Z, < T for all
K. Consider now the sequences Si, T} as defined in the
theorem initialized with Sy = Ty = 0. By direct substi-
tution we find that S; =W >0=3S; and T; =W >
0 = Tp. By Lemma 8.1(c) follows that the sequences
Sk, T are monotonically increasing. Moreover, by
Lemma 8.1(b) it follows that (S, <V, T, < Z) =
(Skr1 = D5(Sk, To) < Y(Sk, Ti, L) < Y(Vi, 2y, L) =
Vk+1), Tk+1 = q)T(Sk, Tk) S CI)T(Vk7Zk): Zk+1). Since
this is verified for k = 0, it inductively follows that
(S < Vi, T, < Z,) for all k. Finally since V;, Z; are
bounded, we have that (S, < S, T, < T. Since S, Ty) are
monotonically increasing and bounded, it follows that
limp_oo Sp = So and limy_.o Ty = To, Where So, Too
are semi-definite matrices. From this it easily follows
that these matrices have the property So =
@S(SDQ,TOC), T = PT(Seo, Too). Definite positiveness
of Sq follows from Lemma 8.1(d) using the hypothesis
that (A, W"/?) is observable. The same argument can be
used to prove that To, > 0. Finally proof of uniqueness
of solution and convergence for all initial conditions S,
Ty can be obtained similarly to Theorem 1 in [37] and it
is, therefore, omitted.

(b)=(a) This part follows easily by choosing
L= ngna where Lg ;. is defined in Lemma 8.1. Using
Lemma 8.1(b) we have S, = ®5(Sx,Too) = T(Seo,
TOO,I:), therefore, the statement is verified using
S=SwandT = Tx. [ |

Lemma 8.3: Let us consider the fixed points of (49) and
(50), i.e., S = ®5(S, T), T = ®T(S, T) where S, T > 0. Let
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A be unstable. A necessary condition for existence of
solution is

AT+ 0 —299) <3+ 0 — P (54)

where |A| 2 max; |Ai(A)] is the largest eigenvalue of the
matrix A.

Proof: To prove the necessity condition it is sufficient
to show that there exist some initial conditions Sy, Ty > 0
for which the sequences Sii; = ®5(Sy, Ti), Trsr =
®7 (S, Ty) are unbounded, i.e., limy,_.o S, = limy_oo Ty =
00. To do so, suppose that at some time-step k we have

A necessary condition for stability
is|AI°(Y +70 —290) < (F+ 7 — D).

S > spw’ and Ty, > tyw', where s, t, > 0, and v is the
eigenvector corresponding to the largest eigenvalue of A,
i.e., AV = Apaxv and |Apay| = |A'| = |A]. Then we have

Sts1 = D°(Sk, Tr) = B (s, tiw’)

= min Y (spwv’, o', L)
— mLin(skA/w/A + W + 2s,7A"w'BL

+vL(U + B'((1 — @)spw’ + atw')B)L)

v

min (st]APW + 25,7\ maxvV/BL
+vL'B'((1 — &@)sw’ + atw')B)L)

Al s
| | Vskvvl

= min (skA|2vv’ -
L k

1 /
+ &, (x\maxsil + fBL> w
k

1
X (Amsﬁf + gBL))
k

252
> selAPw — |M¢w/
- (1 — @)Sk + aty,

5 sy ,
— APy (1 e
A sk( (1—a)s+ atk> v

/
= SV

where I is the identity matrix and & = (1 — @)s + aty.
Similarly, we have

Trsr = BT (S, i) > @7 (s0, ')
=(1 -9t AWA + s, A'WA + W
> (1 — )t A% [0 + Fse AP
= [AP((1 = )tk + Fse) )V’

/
= tp41VV .
We can summarize the previous results as follows:

/ /
—_— b R —— R
(Sk > sw', T, > twv')

= (Skr1 > s, Tepr > tawy')
Usy,
see1 = O (s, 1) = [A]%sy (1 - m)

tgr = &' (s, tr) = JAPP((1 = )t + Fsi)).
Let us define the following sequences:

Sir1 =P%(Sk, Te), T = @7 (S, T), So=To=w'
si1 = O (s, t), tepr = @' sy t), so =to =1

S, = skvv/, T = twv'.

From the previous derivations we have that S, > Sk, Tp >
T, for all time k. Therefore, it is sufficient to find when the
scalar sequences s, t, diverges to find the necessary
conditions. It should be evident that also the operators
@*(s,t), @'(s,t) are monotonic in their arguments. Also it
should be evident that the only fixed points of s = ¢*(s, t),
t = ¢'(s,t) are s =t = 0. Therefore, we should be find
when the origin is an unstable equilibrium point, since in
this case limp o Sk, t = 00. Note that t = ¢'(s, t) can be
written as

t=®7(s,t) = (1—7)|AP't + A%

s — AP
AR

with the additional constraint 1 — (1 — 4)A? > 0. A neces-
sary condition for stability for the origin is that the origin of

Vol. 95, No. 1, January 2007| PROCEEDINGS OF THE IEEE 183



Schenato et al.: Foundations of Control and Estimation Over Lossy Networks

restricted map z.11 = ¢(zr, ¢(z)) is stable. The restricted
map is given by

Zk

Zh+1 — ‘A|ZZk 1—v —

il

(1-a)z +a 1_(/f‘:/)Az‘Zk

=AP|1- Y

T
(1-0&)"‘&17&7%&

(i),
Y+ v =0 — (1= 7)|AP
:< Y1 - 7)laf )
+7 =7 = (1= )AL

This is a linear map and it is stable only if the term inside
the parenthesis is smaller than unity, i.e.,

71 - )lAP
= v = v(1=7)lAP
7+ 77— o1 = 7)AP > (1~ )|A]
Y+ -0 > |AP(F + 0 — 29D)

which concludes the lemma. [ |

Lemma 8.4: Let us consider the fixed points of (49) and
(50),i.e.,S = ®5(S,T), T = ®T(S,T) where S, T > 0. Let A
be unstable, (A, W'/?) observable and B square and invert-
ible. Then a sufficient condition for existence of solution is

AP+ 7 —290) <7+ 030 (55)
where |A| 2 max; |A;(A)| is the largest eigenvalue of the
matrix A.

Proof: The proof is constructive. In fact, we find a
control feedback gain L that satisfies the conditions stated
in Theorem 8.2(a). Let L = —nB™'A where >0 is a
positive scalar that is to be determined. Also consider
S =sI, T = tI, where I is the identity matrix and s, t > 0
are positive scalars. Then, we have

Y (sI,tI,L) = A'sA+W —20nA'sA
+ DA'BT UB A+ 0nPA (1—a)s+at)A
<A (s—20sn+((1—a&)s+at)y? ) I+wl

=¢'(s, t,m)I (56)
OT (s, tT) = A sA+(1—7)A'tA+W

< (F|APs+(1—-7)|AP ) +wI

<@i(s, 01 (57)
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where w = [W + 7A'B~'UB~'A| > 0 and I is the identity
matrix. Let us consider the following scalar operators and
sequences:

¢ (s,t,m) = A (1 = 20m + 01 — @)n?)s + van’t +w
#'(s,1) = AP + (1= )AL+ w

Ser1 = @ (Sks ty )y by = Sat(sk; te), so=to=0.

The operators are clearly monotonically increasing in
s, t, and since s; = ¢*(so,t0,m) =w >s9 and t; =
©'(so,to) = w > to, it follows that the sequences s, t
are monotonically increasing. If these sequences are
bounded, then they must converge to s, t. Therefore, s,
ti are bounded if and only if there exist §, t > 0 such that
§=¢*(5,t,n) and t = ¢'(5, t). Let us find the fixed points

t=¢'(5,1) =

~ Y|l

tzifyl |7 2§—|—wt
1—(1-79)A|

where w, £ (w/(1— (1—7)|A]*)) > 0, and we must have

1— (1—#)|A]” > 0 to guarantee that f > 0. Substituting
back into the operator ¢° we have

A2
. e AN AT
$ :|A|2(1 —2om+v(1—a)y’)s + vany —————
1—(1-7)af
+ 1707772wt +w
=P (1 — 200+

=a(n)s + w(n)

where w(7) 4 vam*w; +w > 0. For a positive solution §
to exist, we must have a(n) <1. Since a(n) is a
quadratic function of the free parameter 7, we can try
to increase the basin of existence of solutions by
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choosing 7" = argmin, a(n), which can be found by
solving (da/dn)(n*) = 0 and is given by

*

P S
¥+ —qr = v(1 - 7)[AP

Therefore, a sufficient condition for existence of solutions
is given by

71— o)lAP
7+ =7 = v(1 - 7)[AP

which is the same bound for the necessary condition of
convergence in Lemma 8.3.

If this condition is satisfied, then limy_ s = § and
limy,_.o t; = t. Let us consider now the sequences Sk = sil,
Tk = tp], Spr1 = T(Sk, T, L~), and Tht1 = @T(Sk, Tk) where
L= -n*B7'A, Sy =Ty =0, and s, t; where defined
above. These sequences are all monotonically increasing.
From (56) and (57), it follows that (S, < spI, T, < ti]) =
(Skt1 = < se1l, Tr1 < tiI). Since this is verified for k = 0
we can claim that S, < 5T and T}, < tI for all k. Since S, Ty
are monotonically increasing and bounded, then they must
converge to positive semidefinite matrices S, T > 0 which
solve the equations S = Y(S,T,L) and T = ®(S, T). Since
by hypothesis the pair (A, W'/2) is observable, using
similar arguments of Lemma 8.1(d), it is possible to show
that S, T > 0. Therefore, S, T, L satisfy the conditions of
Theorem 8.2(a), from which if follows statement (b) of the
same theorem. This implies that the sufficient conditions
derived here guarantee the claim of the lemma. [ |

We can use the previous lemmas to prove the following
theorems that states the properties of optimal control for
UDP-like protocols in the special scenario with no
measurement noise and full state observation.
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