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Descriptive data

Project info

Project title (Swedish)*

Modellering av tillit i kooperativa intelligenta transportsystem

Project title (English)*
Modeling of trust in cooperative intelligent transportation systems

Abstract (English)*

Trusting shared information always implicate a risk, buying something used, having conversations over the Internet or
relating to rumors are all examples from our daily life, when we with or without consiousness, handle these risks. In lieu of
the development of fast connectivity and high focus on technologies for high speed communication this project will
develop methods that will facilitate the usability of shared information. Within the transportation system, standards for
sharing information are introduced to facilitate development and deployment of cooperative systems. Sharing of
information will enhance the safety, throughput and comfort in the transportation system by improving the awareness of
the road-users. Although safe and reliable communication is assured, the individual road-users need to be able to trust
other road-users and their information - both in a smart urban intersection without traffic light control and on the motorway
while driving at high speed with short intervehicular distance. This becomes crusial as vehicles become more and more
automated. If vehicles only trust their own sensors they will not reach their full potential, the major benefit of automated
vehicles comes when they also make use of shared, cooperative, information.

Within the transportation system where vehicles connect to each other ad hoc without a centralized authentication and
authorization server that handles security an alternative where vehicles themselves establishes mutual trust is required.

This work will explore and develop data mining methods based on random forests to build rational computational trust for
cooperative intelligent transportation systems. During the project, demonstration use-cases will be identified, response
and predictor variables for the trust model will be identified and a simulation model will be created to generate the data. The
main part of the project is to explore real-time data mining to prepare the available data for the trust models and to further
our understading about random forests, its proximity matrixand how it can be used to facilitate dicision making within
cooperative systems by providing a trust model of the surrounding vehicles.

The expected results fromthis project are:

* Characterized and structured data from Vehicular Ad Hoc Networks (VANETSs) prepared for real-time data mining
* Extended knowledge about random forests and its proximity matrix

* Data mining methods based on random forests taking into account the fast changing and heterogenous data from
VANETSs

* Models that describe trust between the road users within the cooperative intelligent transportation system

The project will run for four years from2016-2019.
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Popular scientific description (Swedish)*

Att lita pa information innebir alltid en risk. Nér vi kdper nagot (begagnat), liser nagot eller chattar pa internet dr exempel
pa vardagliga handelser dir vi medvetet eller omedvetet hanterar denna risk. Inomden snabba utvecklingen av internet
och av kommunikation dér stort fokus ligger pa att stidndigt fa hogre bandbredd och kortare svarstider ér det litt att
glomma virdet av informationen och vad den ska anvindas till. Inomtransportsystemet har standarder utvecklats for att
kunna dela information mellan trafikanter och mellan fordon. Att dela information ska forbéttra sdkerheten, effektiviteten
och komforten genom att trafikanter far ett 6kat medvetande omtrafiksituationen. T.ex. kan infrastrukturen varna trafikanter
omett vigbygge eller omhalka eller en ambulans kan skicka information omatt den narmar sig for att kunna varna tidigare.
Genomatt folja kommunikationsstandarder kan informationen delas pa ett sakert sétt men, vi vill inda forsékra oss omatt
informationen gar lita pa. Omett vanligt fordon felaktigt sédger att det 4r en ambulans och vill ha fri vig betyder ju det att
informatioen inte gar att lita pa - &ven omden kommer fram pé ett sdkert sitt. Genomatt studera beteendet hos trafikanter
och miita och jimfora det observerade beteendet fran olika informationskéllor vill vi lira oss mer omtillit mellan trafikanter.
Till exempel, om vi jaimfor bade position och hastighet somméits med radar och jamfor med vad somskickas via
kommunikation gar det validera datakéllorna. P4 liknande sitt gar det anvinda en offentlig databas for att lokalisera var
ambulanser befinner sig och jamféra demmed den information somtas emot via trodlés kommunikation. Vi vill anvidnda
informationen for att bygga modeller av tillit somkan anvindas av automatiserade fordon for att ta beslut. I dagens
transportsystem blir fordon mer och mer intelligenta och automatiserade, men ett strikt autonomt fordon litar bara pa sina
egna sensorer - precis somen ménsklig forare somendast litar pa sin syn och horsel. Inte forrdn fordonen bérjar anvéinda
kommunikation, sé att de kan se bortomhorisonten och ddrmed agera tidigare, kan de dra nytta av sin intelligens och borja
kora béttre én bade méinniskor och autonoma fordon.

Detta projekt kommer att utfroska data mining-metoder for att bygga tillit mellan trafikanter och fordon. Projektet kommer
att identifiera vilka signaler sombehdvs och vilket beteende som karaktériserar tillit. Huvuddelen av projektet kommer att
studera realtidsanalys av data for att kunna bygga modeller av tillit. Slutmélet 4r att kunna utveckla automatiska
fordonssystemsomkan lita pa varandra s att trafiksystemet ska kunna bli sékrare, effektivare och bekvamare att fardas i.

Project period
Number of project years*
4

Calculated project time*
2016-01-01 - 2019-12-31

Classifications
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Select a minimum of one and a maximum of three SCB-codes in order of priority.
Select the SCB-code in three levels and then click the lower plus-button to save your selection.

SCB-codes* 1. Naturvetenskap > 102. Data- och informationsvetenskap
(Datateknik) > 10207. Datorseende och robotik (autonoma system)

2. Teknik > 202. Elektroteknik och elektronik > 20205.
Signalbehandling

1. Naturvetenskap > 102. Data- och informationsvetenskap
(Datateknik) > 10206. Datorteknik

Enter a minimum of three, and up to five, short keywords that describe your project.

Keyword 1*
Data mining
Keyword 2*

Machine learning

Keyword 3*
Cooperative Intelligent Transportation Systems

Keyword 4
Vehicular Ad Hoc Networks

Keyword 5
Computational trust

4] 35



Research plan

Ethical considerations

Specify any ethical issues that the project (or equivalent) raises, and describe how they will be addressed in your research.
Also indicate the specific considerations that might be relevant to your application.

Reporting of ethical considerations*

This work will be utilizing simulated data and neither animals, humans or any data therefrom will be used within the
research project. Thus, no ethical questions will be handled within the project.

The project includes handling of personal data
No

The project includes animal experiments

No

Account of experiments on humans

No

Research plan

5/35



Research plan: Modeling of trust in cooperative
intelligent transportation systems

Cristofer Englund
Viktoria Swedish ICT, SE-417 56 Goteborg

March 30, 2015

1 Purpose and aims

The purpose of the project is to further our knowledge about rational reputation
and trust modelling within cooperative intelligent transport systems (C-ITS).
Vehicles within C-ITS can on the one hand be autonomous units that use on-
board sensors to assess the environment to be able to navigate towards their
destination. In this setup they rely solely on their own sensors. On the other
hand they can use wireless communication to interact with other vehicles. The
overall goal of using communication and share information is to utilize the joint
assessment of the environment to improve safety, throughput and efficiency. To
utilize information from other vehicles for such goals the information needs to
be trustworthy.

The aim of the project is to explore data-mining tools, especially random
forests, to investigate the mechanisms within C-ITS that enable the establish-
ment of reputation models of road users (agents). The mechanisms trigger
trade-offs such as trust, integrity, reliability and security. The C-ITS network is
a heterogeneous system with temporal relationships and the traffic behaviour is
often characterized by local rules and manners affecting the mechanisms men-
tioned above. These features of the C-ITS network also motivates the need
to have trust mechanisms distributed among the agents instead of being cen-
tralized. Given that secure communication is guaranteed, the aim is to model
the reputation of the agents within the neighbourhood in order to create trust
between these agents.

The research can be divided into two sub areas, data extraction and data-
mining.

Research questions regarding data collection and extraction are:

e Can a reliable reputation and trust model be based on on-board sensors
only?

e How should the V2X and on-board sensor data be combined to provide a
more reliable trust model?

e Can inference and propagation within V2X communication be used to
improve the establishment of a reputation and trust model that covers
more agents and a larger neighbourhood?
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The research tasks regarding the data-mining tools to be studied are:

e Investigate how the heterogeneous and temporal C-ITS data should be
prepared to fit the data-mining tools e.g. real-time streaming data-mining
to create data for reputation and trust modelling

e Explore how random forest can model behaviour of different agents
e Investigate how behaviour, reputation and trust are related to each other
e Elaborate upon how trust from different models may be combined

e Explore the trade-offs between computational cost, data size and dimen-
sion, tree configuration and the performance of the trust models

2 Survey of the field

C-ITS aims at improving the transport system with regard to safety, through-
put and efficiency. Research around wireless communication and vehicular ad
hoc networks (VANETS) has been a hot topic for a decade and recently ETSI
and CEN released a communication standard for vehicular communication. The
standard facilitate the industrial roll out of cooperative systems. However build-
ing safety critical applications based on sensor readings from neighbouring ve-
hicles is not considered or accounted for in the standards. Developing this
capacity will require methods that can provide predictable and reliable models
of the neighbouring vehicles.

For humans, trust is achieved by predictability and reliability. For example,
if a vehicle in front of me is driving with high speed variation and large lateral
movements I am likely to keep a larger distance than if the vehicle is driving
straight with steady speed. This project will develop computational methods
that can model reputation by describing these attributes (behaviour) and that
automatically can be interpreted and used by autonomous and cooperative ve-
hicles to model their trust about their surrounding vehicles.

2.1 Computational trust and collaborative filtering

Trust is based on reputation and is often used to create mechanisms used to
select with whom to interact with. However, inevitably question arise on vul-
nerability of such a mechanism since it also exposes a safety and security risk.
Normally a trust model exploits data based on direct experiences, e.g. observa-
tions that are self-perceived by the decision maker. Another source of data is
witness information from others, which in turn may be based on their own obser-
vations or even might be gathered from others. A third data source that involve
social networks has also been reported as information for trust and reputation
modelling [20, 16, 25, 13].

Our view of trust is inspired from collaborative filtering [21, 17| that is often
used in recommender systems on the web. Such systems often use similarities
between different users, based on their historical behaviour patterns, to rec-
ommend a new product, movie or music. Such systems are for example used
by Amazon and Netflix. Collaborative filtering can be divided into two main
categories, memory-based or model-based. Memory-based systems use typically
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use stored historical data to predict new behaviour, k-NN [5] is the most used
data-mining technique in this category. For the model-based systems, machine
learning algorithms for regression or classification e.g. Neural Networks and
Bayesian models are amongst the most common ones [21]. Also random forests
has been used in recommender systems for e.g. movies [4].

A general challenge of recommender systems is data sparcity and to some
extent this is relevant for the traffic application where vehicles normally meet
temporary or rarely. The cold start problem, when new road-users appear in
your network, will be a frequent challenge. In this work we will explore the
possibility to use a general trust model (trained using historical data) until
enough data is collected to establish a trust model for the current situation.

In [19] the authors come one step further in the recommendation process.
They discuss that the similarity between users is not enough in a recommender
system but also trustworthiness should be considered. In their paper they
propose trust-based models where historical ratings are used as input. They
also discuss two types of trust, context-specific interpersonal trust where a
users has to trust another user and system / impersonal trust that describes
how a user trusts a system [19]. In our work we focus on the latter and
especially we will elaborate on using inference and propagation of the form
(A= B =C) = (A= C) where A, B, and C are agents with interpersonal
trust. In [17] trust is further elaborated upon and defined as a network of
interacting peers which is similar to the discussion in [19].

2.2  Vehicular Ad Hod Networks (VANETS)

Previous research within C-ITS and VANETS has focused on the establishment
of a communication link and how to guarantee security and reliability. With
those systems in place and the ever-growing connectivity, systems that also can
make proper use of the shared data is required.

In our previous work on C-ITS and VANETs a partly self-driving vehicle
was developed [14] that automatically was controlling the longitudinal speed
whereas the lateral control was made by a human. In this previous work a
sensor fusion algorithm, based on Kalman filtering [14], was used to weight the
cooperative information (speed, acceleration and position) from other vehicles
with the on-board sensor information (speed, acceleration, position, radar read-
ings of distance to preceding vehicle) from the ego-vehicle, to create input for
the longitudinal controller.

In this work we will develop data-mining methods that can describe the
reputation of agents that in turn can be used to model reputation and assess
trust within C-ITS applications.

The following chapters describe the project setup and the theoretical frame-
work that will be used and developed. To our knowledge this is a novel approach
to modelling of reputation and trust and has a large potential to speed up the
introduction of C-ITS applications within the traffic system.

3 Project description

For the latest generation of vehicles, on-board sensors are used to improve the
awareness of vehicles. For example an ultra sonic sensor provides a proximity
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measure in parking assistant functions to facilitate parking, which gives satis-
factory sensor readings and accuracy for low speed applications. However for
high speed applications that are safety critical often at least two sensors are
fused to give higher reliability, e.g. radar and camera or laser and camera are
examples of combinations that are common in for example adaptive cruise con-
trol or automatic brake functions. Moreover, automated functions in the vehicle
of the future can with the help of the developed algorithms from this project
improve the awareness and thus safety as they receive, and more importantly
will be able to, trust information from vehicles from further away than they are
able to observe with their on-board sensors.

Within this project we will study how the on-board sensors can be used to
build trust towards the observed vehicle by comparing the measured behaviour
(using on-board sensors) with the behaviour observed using V2V communica-
tion. If trust is established, inference may be used in conjunction to witness
information from the observed vehicle to also build a trust model of vehicles
observed by another vehicles. In this way a chain of trust may be formed. How-
ever, such complex relationships between vehicles call for more knowledge to be
able to build accurate and reliable models of reputation and trust. Fortunately,
this is the focus of this project.

3.1 Data-mining

Knowledge about data can be gained by using data-mining which is used to
extract implicit, interesting, and previously unknown information that may be
hidden within large data sets [24, 26]. Both regression and classification meth-
ods are used in data-mining, typically to predict future behaviour in a pro-
cess [10, 9] or to distinguish between different patterns or objects [7, 6]. Tradi-
tionally methods involving, Neural Networks [1], Support Vector Machines [22],
k-NN [5], Classification and Regression Trees (CART) [3] and Self-Organizing
Maps (SOM) [15] are amongst the most popular.

This project will investigate and develop data-mining methods and in par-
ticular the random forests, that are a type of CART, for building behaviour
models (describing reputation). The ultimate goal is to use RF to develop com-
putational trust that can be exploited by automated and cooperative vehicles
to enhance the future traffic system.

Random forests (RF) are created by an ensemble of weak learners [2], and are
used for both classification and regression problems [23, 6, 11]. Weak learners
are characterized by low bias and high variance whose performance depends of
the strength of the individual trees and on the dependence between them [2]. In
a decision tree, at each node, a small group 6, of m variables, (m between 1 and
M, where M is the number of dimensions), is selected at random, and is used
for splitting. To achieve low bias the trees are grown to full depth and the 8, are
independently and identically distributed (i.i.d.) that governs low correlation
between the classifiers. Given the data set XV*™ where N is the number of
samples and M is the number of dimensions, each tree in the RF is trained using
a bootstrap sample set, where approximately one-third of the data is left out.
By varying the number of variables used, different generalization performance
may be achieved. Starting the search from m = [logy(M) + 1] of m = VM is
often suggested [2]. The bootstrap samples are stored in a vector xj. For each
tree k, the data that are not used for training, the out-of-bag (OOB) data, are

9/35



used to estimate e.g. the generalization performance, variable importance and
proximity[2]. As more trees are added to the RF, the generalization performance
will converge to a limiting value and there is no risk of over-fitting in the RF as
the number of trees grows large [2], a general architecture of a random forest is
found in Fig.1.

Figure 1: A general architecture of a random forest.

The project will initially investigate the models described in Fig. 2. Figure 2
illustrates three vehicles vy, vs,v3 that receive V2V information w;yq from (in
this example) the vehicle in front (i+1). It also measures the speed and position
of the vehicle in front using the radar 7;(v;4+1). This work will investigate the
possibility to build a consensus model based on several sources of information,
along with inference i.e. vehicle i builds its trust from reputation information
gathered from vehicle i + 1 and so on. For example, the v; vehicle measures
the distance to vy and at the same time v; receives wireless information from
vg w1 (va, ...), which makes it possible for v; to compare the behaviour from the
two data sources and thus establish trust about vs. In this way information can
be combined to create trust between all road users within the traffic system.

We assume that computational trust is based on similar principles as human
trust and therefore, predictability of the other vehicles will be investigated. The
project will explore what variables can be used as a response and what variables
can be used as predictors. The starting-point is to model the speed and lane
change for a preceding vehicle as a response to the current speed, acceleration
and lane position. When the radar information and V2V information are con-
formably we will proceed to also elaborate on inference to incorporate more
vehicles, and thus more signals, into the model in order to build trust for more
agents in a wider neighbourhood.

An example of what may be studied in this project is the proximity matrix.
Proximity of two observations x; and x; estimated using only one tree attains
a value of zero or one. This is a very rough—binary—measure. As the number
of trees in RF grows, the proximity estimate becomes more accurate due to
averaging. A large number of trees is necessary to get stable estimates of data
proximity [18]. It is not uncommon, however, that random forests of rather few
trees are used. A more elaborate estimate of data proximity is needed in such
cases.

This feature is particularly interesting for this project since the available data
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Figure 2: Illustration of the trust model concept. The v; vehicle measures the
distance to v9 and at the same time v; receives wireless information from wvg
w(va, ...), which makes it possible for v; to compare the behaviour from the two
data sources and thus establish trust about vs. In this way information can be
combined to create trust between all road users within the traffic system.
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Figure 3: Time plan.

in normal traffic situations is limited and the models that will be established to
build trust need to be efficient i.e. possibly contain few trees.

In our previous work a novel approach to estimate data proximity in random
forests is proposed [11]. The approach is based on measuring distance between
two terminal nodes of a decision tree occupied by observations x; and x;. We
suggest assessing proximity of observations x; and x; according to the following
equation:

P = e D1/ (1)

where k runs over the K trees, for which both x; and x; are among the OOB
samples, w is a parameter, and ¢ is the number of tree branches between the
two terminal nodes occupied by x; and x;.

We found that the proposed technique improves the data proximity estimate,
especially when random forests are made of a small number of trees. This quality
is especially useful when building models using data from the fast changing and
heterogeneous cooperative intelligent transportation system.

Once a model of trust is created it may be necessary to be able to fuse
different models to create the final trust. For this e.g. the Dempster-Shafer
theory or a Fuzzy logic-based approach may be investigated as discussed in [12].
In our previous work a SOM was used for weighting the output of multiple
models [9, §].

3.2 Time plan

The project will be executed according to the time plan in Fig. 3 where E1-E6
indicate the expected results in the form of publications.
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3.3 Work package description
WP1: Project Management

This work package includes planning and follow up on the tasks and deliverables
of the project as well as the financial management. Risk and quality manage-
ment is also included in order to secure the progress of the project. It also
includes dissemination of results and networking in order to have interaction
with other researchers and interested stakeholders. In addition we plan to visit
other research organizations and invite speakers, arrange workshops and semi-
nars in this WP. Furthermore it includes interaction with other research projects
e.g. TINA-AIR (Trust in Automated Systems - Action Intention Recognition)
which focuses on human machine interaction (financed by the Knowledge Foun-
dation) where Viktoria is participating. Another project is CHOReVOLUTION
(financed by the European Commission within the H2020 program) which is
about the establishment of choreography-based middleware for building web-
services within the future Internet. These building blocks are also a natural
part in the future C-ITS network.

Task 1.1 Project planning and follow up

Task 1.2 Dissemination of the project results, arrange workshops and seminars
and visit other research organizations and participate at conferences

WP2: Identification of data sources

The second work package defines the scenarios and the available data, both
from on-board sensors, from V2V /V2X according to current standard (ITS-G5)
and from on-board sensors located on other vehicles. This work package also
includes the generation of such data in order to perform the research in the
following work packages. The data generation may be made using a traffic and
C-ITS simulator such as Veins' or VSimRTI2. Synergies are expcted with the
TINA-AIR project on data sharing where we expect to receive data for the test
in Task 4.3.

Taks 2.1 Identification of available data sources

Task 2.2 Definition of scenarios where reputation and trust models will be used
Task 2.3 Preparation of data generation model

Expected result 1 Scenario description and industrial use-cases

Expected result 2 C-ITS data generation model

WP3: Real-time streaming data-mining

This work package includes the data preparation and the extraction of features
that later will be used for modelling the reputation and trust. In areas where
the traffic is crowded and speed is slow vast amount of data will be available
through wireless communication. This calls for adaptive methods to handle and

Lhttp://veins.car2x.org
2https://www.dcaiti.tu-berlin.de/research /simulation /
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filter out information that is important for the current task. In contrast to
scenarios where there are few vehicles and the speed is high, when the data will
be sparse and every sample is very valuable.

Taks 3.1 Development of data pre-processing methods to handle the charac-
teristics (see Sec. 1) of the C-ITS data and that is able to provide the
relevant data for the reputation and trust modelling tools

Task 3.2 Development of data-mining tool and establishment of a theoretical
framework for the following work package

Expected result 3 Theoretical framework and C-ITS data generation model

Expected result 4 Real-time streaming data-mining methods

WP4: Reputation and trust modelling

This work package includes the establishment of a reputation model that can
be used to model trust in the scenarios defined in Task 2.2. The work is divided
into the following tasks:

Taks 4.1 Dividing the modelling into subtasks and link each sub task to the
theoretical framework

Task 4.2 Elaborate on the random forest and proximity measure to understand
the trade-offs between data size (number of data and dimensions), forest
size, computation time and memory requirements

Task 4.3 Demonstrate the application with new data
Expected result 5 New methods for proximity estimation for trust modelling

Expected result 6 Computational models demonstrating reputation and
trust modelling

4 Significance

Emerging cooperative and automated technologies have great potential to boost
the transportation business in terms of improving safety, throughput and ef-
ficiency. Automation requires computational trust to be able to exploit the
predicted benefits within C-ITS. Computational trust is required in all C-ITS
applications and automated vehicle functions and we foresee large interest and
visibility for the results from this project. In current system the trust factor
is often neglected and is considered equal to security. This assumption can be
dearly bought if the actual information that is transmitted cannot be trusted.
This project proposes to work on the research questions related to computa-
tional trust from the realistic data and use-cases defined in the beginning of the
project.

This research will facilitate both my work as a young leader in the field
and my ambition towards becoming professor within this research area. The
research project would benefit from my on-going shared employment between
Viktoria Swedish ICT and Halmstad University. Furthermore the project can
include work from PhD students to further focus the research scope and create
impact.
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5 Preliminary results

Previously a novel method to estimate proximity from random forests was de-
veloped [11]. Tt showed promising results to improve the proximity value —
especially as the number of trees is small. On the one hand it is desirable to
have a fundamental model that describes the behaviour, reputation and trust
for C-ITS applications. However, in a heterogeneous and fast changing environ-
ment such as the transportation system it may be crucial to instead always be
able to have a temporal model of the environment. The work in [11] indicates
that it is possible to have even better results with fewer trees compared to what
is normally suggested. The characteristics of the C-ITS data may cause cold
start issues, as described in Section 2.1. With few data and the potential to
use few trees the proposed method has the potential to rapid creation of trust
models that can be used for automated decision making with automated vehi-
cles and C-ITS. The previous results motivate further investigation of random
forest as a data-mining tool in this project.
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