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Descriptive data

Project info

Project title (Swedish)*

Utforskning av positionsbaserad 5Gkommunikation: Klusterdatabaser, maskinldming, fysisk lagersdkerhet samt
transmissionstekniker

Project title (English)*

Research of location aware 5G communications: Cluster Data Bases, Machine Leaming Algorithms, Physical Layer
Security, and Transmission Techniques

Abstract (English)*

In this project we consider massive MIMO systems where user terminals can be perfectly located in physical space. Then
we aimat the construction of a database that tabulates the channel propagation characteristics for each point in space; in
particular, we are interested in the visible clusters between each point and the base station. In order to build and maintain
such a database advanced machine learning algorithms are needed.

With the database at hand, a number of interesting and appealing applications can be facilitated. For example, physical
layer security can be made much more promising for massive MIMO, and the standard TDD assumption of massive MIMO
can be easily abandoned. Furthermore, the overhead due to training and the problem of pilot contamination are almost
entirely eliminated.

The main research questions lie in the nature of the propagation environment itself: Is the propagation environment of
such a nature that a machine can be built that learns it over time? And if yes, to what extent can we "tabulate" the entire
geometry around the base station? How rapid must we sound the environment in order to maintain the database, what sort
of machine leamning algorithms should be used? etc

In order to answer these questions, measurement campaings with Lund University's 100 antenna port testbed will be
carried out. Different from earlier campaigns, the intented campaign will take place during the course of several days.

These are entirely new research questions that span across several fields, ranging from classical communication theory,
signal processing, radio propagation, security, machine learming, databases, and big data.

Popular scientific description (Swedish)*

Detta projekt unders6ker till vilken grad en basstation kan lira sig hela sitt ndromrade. Tack vara framsteg i positionering
kan viidag antaga att en basstation kan fa tillforlitliga estimat av anvindares positioner. En databas kan da byggas upp
som tabulerar kommunikationskanalen fran basstationen till alla punkter i ndronradet.

En séddan databas 6ppnar upp en helt ny virld av méjligheter for en basstation, men manga hinder aterstér att 16sas innan
en sadan databas kan bli verklighet. Detta projekt syftar till att I6sa dessa aterstaende problem.

Project period

Number of project years*
4

Calculated project time*
2016-01-01 - 2019-12-31
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Kommunikationssystem
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Telekommunikation

2. Teknik > 202. Elektroteknik och elektronik >20299. Annan
elektroteknik och elektronik

Enter a minimum of three, and up to five, short keywords that describe your project.

Keyword 1*
Massive MIMO
Keyword 2*
Radio propagation
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Machine learning
Keyword 4

databases
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Research plan
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Fredrik Rusek, 780411-4218 Research Plan

Research of location aware bG communications: Cluster
Data Bases, Machine Learning Algorithms, Physical Layer

1

Security, and Transmission Techniques.

FREDRIK RUSEK
March 30, 2015

Purpose and Aims

In a nutshell, this project aims at integrating the following well established technologies together:

Massive MIMO (MaMIMO). This is a technique that equips base stations with several hun-
dreds - or even thousands - antennas. By doing so, performance is dramatically improved.

Physical Layer Security (PLS). Although discovered in the 70s, PLS has only recently gained
momentum. By exploiting characteristics of the propagation channel, PLS is enabling secure
communication without any formal cryptographic system. Hence, system design is much
simpler with PLS as there is no key distribution.

Coordinated Multipoint (COMP). In a COMP system base stations (BS) are connected via a
backhaul network; this allows for reduced interference at user terminals.

Terminal Localization. Due to recent advances on localiztion techniques, and to the global
positioning system (GPS), accurate and relible estimates of the physical positions of user
terminals can be foreseen in the near future; arguably already today.

Radio Channel Propagation Theory. The amount of research devoted to radio propagation
aspects of wireless channels is large, and today wireless channels are well understood.

Machine Learning Algorithms. In complex systems optimal algorithms, no matter their pur-
poses, are seldomly available. Therefore, machine learning algorithms that produce - in a
fairly ad-hoc but still controlled fashion - outputs based on past observations are popular.
These algorithms are today well researched and understood.

Beamforming. Beamforming has been studied since the early days of multiple antenna
(MIMO) systems and deals with spatial separation of multiple users.

Except for PLS these technologies constitute the basis for the upcoming 5G communication system.
Of course, 5G will also contain a few other techniques, such as mmWave, densification, possibly
improved modulation types etc.

Simply put, the purpose of this project is to research ways to combine the aforementioned
techniques in a way so that they maximally benefit from each other. For example, to what extent
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can a MaMIMO system benefit from accurate physical localization of the terminals? - and more
fundamentally, how should the two fields be linked? The focal point in this project to link the fields
will be the research of an entirely new theme termed the cluster data base. The aim of the project
is to develop an entirely new network structure for 5G systems (and beyond). If successful, the
envisioned system will

e Use very low training data, thereby reducing the loss of spectral efficiency due to training.

Abandon formal cryptographic systems and rely on PLS.

The pilot contamination problem, which is a severe problem in MaMIMO systems, is allevi-
ated.

e Implement MaMIMO in non-time-division-duplex (TDD) modes.

e Allow considerably simpler processing at base stations.

It may come across as if the project is purely industrial but this is definitely not the case as there
are many fundamental questions that must be addressed; these will be discussed in forthcoming
sections.

2 Survey of the Field

The system to be researched in the project is new and the applicant is not aware of any earlier
attempts to synthesize a similar system. Therefore, we shall briefly survey a few of the individ-
ual fields to be integrated, before giving a detailed description of the envisioned system and the
challenges that must be researched before it can become a reality.

2.1 Massive MIMO

This is a fairly recent technology [1] but has received huge attention and can today be considered
mature. A MaMIMO system typically comprise one base station (BS) with several hundreds of
antennas and a number of single antenna user terminals. The downlink of a MaMIMO system
functions as follows: (1) The users transmit training symbols to the BS; each user consumes one
time-frequency resource. (2) Relying on channel reciprocity, the BS estimates the channels to the
users. (3) The BS transmits data to the users, typcially via a linear beamforming scheme.

The benefits - which all stem from the large number of antennas - with a MaMIMO system
include: unprecedented energy efficiency, the ability to multiplex a large number os users simulta-
neously, and simple processing both at user terminals and at the BS. However, a number of issues
arise,

e The pilot contamination problem. During the training phase (1), users of neighboring cells
transmit training symbols to their BSs. The BS of the serving cell will overhear this training,
and as a conseqeunce, beamform parts of its signal to those users during phase (3).

e Limited to TDD mode operation. Due to the large number of antennas at the BS, training
signals must be sent from the user terminals and the downlink transmission phase must rely
on channel reciprocity. However, many systems are today implemented as frequency-division-
duplex (FDD) systems. Currently MaMIMO can therefore not easily by implemented for
FDD-based systems. However, recent attempts are available [2].
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e The training phase is consuming a large fraction of the available time-frequency resources.

Much research has been devoted to dealing with these issues but, to the best of the applicants
knowledge, the approach we will take has not been researched before.

2.2 Physical Layer Security

PLS is based on the following result [3]. Consider a three-node-network in which a BS sends a
signal to a legitime user (LU) in the presence of an eavesdropper (ED). Assume that the channel
capacities between the BS and the LU and the ED are Cry and Cgp, respectively. Then, a rate
CprLs = max(Cry — Cgp, 0) can be transmitted to the LU perfectly secure even in the absence of a
formal cryptographic system.

PLS is especially promising when combined with MaMIMO due to the recent observation that
as the number of antennas grows large, a passive ED is not harmful in the sense that

Cprs

i =1.
#Antennas— o0 CLU

As a countermeasure, the ED may seek to fool the BS to beamform the signal intended to the
LU to the ED instead. The ED can accomplished this by transmitting a signal that overlaps in
time and frequency with the training signal sent from the LU. The channel estimated by the BS is
now polluted by the channel to the ED. As a consequence, the BS will beamform signal to the ED
and thereby generating a very low value of Cprg. Even worse is that the BS and the LU does not
know that signal has been beamformed to the ED, and will therefore continue their, now unsecure,
communication.

Some rudimentary methods to detect the presence of an active ED are presented in [4,5]. The
same method that is foreseen to be capable of dealing with the limitations of MaMIMO given in
Section 2.1 has also bearing on the detection of active EDs, as will be discussed in Section 3.4. An
overview of PLS within MaMIMO can be found in [7]

2.3 The Channel Database

Since accurate and reliable positioning of user terminals is today possible to acquire [6], it has
been suggested [7] to construct a database containing the received signal strength (RSS) at the
BS from a user that is positioned at a certain location. To build and maintain the database,
advanced machine learning algorithms are clearly needed. Such a database enables a multitude of
possibilities. For example, the scheduling and power control of users are improved; the users need
to report their locations (or alternatively, the BS is responsible for estimating the user locations),
then the BS requests RSS information for the users from the database, and finally schedules the
users and assigns transmit powers to them.

2.4 Radio Channel Propagation Characteristics

Propagation aspects of wireless radio channels are today well understood and sophisticated channel
models, such as the COST2100 model [8], have been developed. The transmitted signal from a
user terminal propagates to the BS via a set of reflecting objects, termed clusters. A cluster is
really a collection of reflection points that are so closely spaced so that the antenna array does not
have sufficient resolution to resolve them individually. A MaMIMO antenna array has high spatial
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resolution and can therefore resolve reflection points into well-localized clusters. For the BS, the
implication is that the radio signal is received from a set of well defined angles, the so called angle
of arrivals (AoA). A further important result of radio propagation for MaMIMO is that clusters are
typically only visible at parts of the antenna array [9]. In line-of-sight (LOS) conditions, besides
reaching the antenna array via a set of clusters, there is also a direct path for the radio wave from
the user to the BS.

3 Project Description

The basic scenario we consider is one where a BS is transmitting downlink data to a set of K
user terminals. The number of antenna elements at the BS is M. Further, we will assume that
the BS knows the physical locations of the K users. The project aims at utilizing this location
information for MaMIMO is the most beneficial way. Before going through the project in detail,
we first lay down the envisioned system in Section 3.1. Detailed information on the sub-tasks and
their durations is provided in Sections 3.1 - 3.5.

3.1 Envisioned System

Assume that the K users establish their physical location and report this to the BS; alternatively,
the BS estimates the users’s locations. The BS requests the Angles-of-departures (AoD) to reach
the locations of the users from a central node termed the Channel Cluster Database (CCD); the
CCD also provides the BS with the path-loss for each AoD. Notice that the AoDs to reach the users
are simply the AoAs of the uplink.

The information from the CCD will now be utilized in the following three ways.

e To implement a space-division-multiple-access scheme. Given the AoDs and their correspond-

ing path-losses, the BS can spatially multiplex the K users by identifying a set of AoDs so
that all users are reached, and no selected AoD reaches two scheduled users. The probability
for successfully doing so was recently analyzed and shows that users has with high probability
a cluster that is not shared with any other user [10].
FExample. Assume that there are 7 users in the system positioned at positions A-G, respec-
tively. The BS requests AoD information from the CCD and obtains the information shown in
Table 1. In this case, there are 8 AoDs (a-h) that reach the 7 users. We can see that the user
at location B cannot be reached without causing interference to user location A. Therefore,
we cannot schedule the user at B. Since B is not scheduled, the BS chooses AoD a to reach
A since this AoD has the smallest path loss. In a similar fashion, we can see that users at
locations C,D, and E cannot be simultaneously served. Suppose that we choose to serve C
and D. Then the BS selects the AoDs ¢ and e. The two users at locations F and G cannot be
simultaneously reached either; if we choose to serve G, then we transmit in the AoD f since
it has the smallest path loss. In this example, 4 of the 7 users was scheduled.
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User location AoD Path Loss

A a -5 dB
b -10 dB
h -12 dB
B a -12 dB
b -20 dB
C c -3 dB
d 7 dB
D d -5 dB
e -8 dB
E e -6 dB
F f -8 dB
G f -6 dB
g -9 dB

We point out that it is indeed possible to schedule all 7 users simultaneously by requesting
the users to send training signals, and then spatially separate them by means of standard
techniques (e.g. zero-forcing). The benefit of the CCD is that the three user-groups (A,B),
(C,D,E), and (F,G) can send overlapping training signals because the BS knows the AoAs.
Therefore, if A and C transmit overlapping training, then the BS chooses to look in the AoAs
a,b.h to obtain a channel estimate for A, while it looks in the AoAs ¢ and d for C. This heavily
reduces the overhead due to training signals.

e Another advantadge of the CCD is that the potential of PLS is drastically improved. As
discussed in Section 2.2, the problem of PLS implemention boils down into the problem of
detecting active EDs in MaMIMO. Recall that for PLS in MaMIMO there must be a training
phase so that the BS can coherently beamform the signal to the the LU. Under the assumption
that the BS knows the location of the LU, if the BS observes an AoA that does match with
the database entry for the LU’s location, then this may indicate an active ED. However, the
transmission does not need to be halted because the BS can transmit only in the AoDs that
corresponds to the LU. The net result is that with a CCD, also active EDs can be made
harmless.

e The third issue to be dealt with via the CCD is the pilot contamination problem, and more
generally interference avoidance. If the BS knows the locations, and thereby the AoAs, of
the users, then there is no need to beamform signal energy in any other directions. It can be
foreseen that the pilot contamination problem in MaMIMO can be almost entirely eliminated.
This is so since the radio waves between a BS and a user in a neighboring cell are typically
reflected by objects that has LOS to the BS in the close vicinity of the user. This means that
users in neighboring cells do not share clusters to any large extent, unless they are at the cell
edges. However, cell edge users can be scheduled in different time-frequency resources.

3.2 WP1: Research related to the propagation environment

The CCD can keep track of the clusters that are stable over time. Clusters that are rapidly changing,
for example generated by reflections on trucks, cars etc cannot easily be a part of the CCD!. Rather,

"'We will discuss inclusion of rapidly changing clusters later in conjunction with Figure 1.
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the CCD entries must consist of reflections on stationary non-movable objects. Sophisticated cluster-
based models exist for conventional MIMO, for example the COST2100 model, but they are not
developed for MaMIMO. Attempts to refine the COST2100 model into MaMIMO are ongoing both
in academia and in industry. However, even in these refined models there are open questions that
must be tackled for successful implementation of the CCD. The main question is the stability of
the clusters. In earlier models the number of clusters is a random variable, and the ”‘channel
modelling”’ essentially boils down into proposing parameters for the random variable. Not much
attention is put towards the life-time of the clusters, path-loss stability, how many clusters that are
stationary vs. temporary, and how many of the stationary clusters that are shared among different
locations in space.

In order to answer these question, we aim at re-evaluating measured data from earlier measure-
ment campaigns as well as setting up a new measurement campaign. The new campaign will utilize
Lund University’s testbed for MaMIMO and take place during the course of several days. The
testbed consists of a 100 antenna BS and ten single antenna users. The BS is likely to be placed
on the roof of the EE-building of Lund University and then a number of persons? will be equipped
with single antenna terminals and walk randomly around the campus for several hours per day,
both early in the morning, mid-day, afternoon, and in the evening. This campaign will generate a
vast amount of data, from which entirely new MaMIMO propagation properties can be extracted.
In particular it will allow us to establish the stationary part of the propagation channel that can
constitute the CCD. Clearly, different environments exhibit different richness in its stationary clus-
ters. Therefore, we intend to repeat the campaign in downtown Lund later in the project. However,
whether or not this will be necessary depends on the outcome of the first campaign.

3.3 WP2: Research related to machine learning of the CCD

In this work package the ambition is to build a supervised machine learning algorithm that observes
the training signals from users at different time and physical locations, constructs and maintains
a database of visible clusters for each physical location, and predicts the visible clusters and their
strengths for any location not in the database and/or a location that has not been observed for a long
time. Construction and maintenence of such a database is similar to the problem surveyed in [7],
with the important difference that we here work at a cluster level and not only at a signal strength
level. For this WP, the measurement campaign from WP1 is of uttermost importance. As the
campaign stretches over several days and involves several users, we have a vast set of measurement
points so that we can rigorously cross-validate the machine learning mechanism. We do not foresee
the development of any radically new machine learning algorithms; rather we will tailor existing
methods such as discriminant analysis or support vector machines to our given scenario.
To mention a few of the open issues we face,

e Update mechanism of a cluster. Suppose that we have a database entry for location X at
some time point Ty, and that we observe training signals at location Y at time 77. Assume
that the CCD entry for X does not match very well with the new observation. How should
we update the CCD for location X? One can argue that these are two different locations, and
may have different visible clusters and, consequently, do not update at all. One can also argue
that there has been a change in the environment, so that the previous CCD entry at X is
completely outdated and, consequently, replace it. Further, one can also argue that the CCD
entry for X was noisy, and update it according to some rule.

2We intend to hire undergraduate students for this purpose.
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Blue (bottom): Stationay clusters
Red (top): Temporary clusters

Prediction error

Figure 1: Schematic illustration of Prediction errors vs. training signals/sec/m?. Top part is for
the prediction of temporary clusters, while the bottom is for stationary clusters.

e The amount of training data. One ambition of the project is to avoid overhead in the form of
training signals. Whether or not training signals must be sent frequently in order to maintain
the CCD is an open question. It is natural to discuss the training signal rate per unit of
area (unit: signals/sec/m?); denote it by Rr. With a given value of Rt one can achieve
a certain average prediction error of the visible clusters and their path-losses. The goal is
clearly to develop a machine learing algorithm that will minimize the prediction error for a
given R, however there is no previous research on the tradeoff between these two quantities.
An outcome of the project may very well be that in order to obtain a reasonable prediction
error, Rt must be unacceptably high, but given recent measurement campaigns [11-15] we
expect that this is not the case.

e [f there is a new, possibly temporary, cluster visible in some area, how many observations of
it is needed in order to utilize it (i.e., include it into the CCD)? Moreover, how should the
mechanism for spreading this cluster be made? With spreading it, we mean that if the cluster

is initially observed at position X7, and then again at close-by positions X5, X3, ..., Xy within
some reasonable time-period, this cluster should be put into the CCD at other nearby locations
as well. A similar question is that if a given cluster is visible at locations X7, ..., Xy, but from
training signals we can see that it is no longer visible at locations near Xq,..., Xy, M < N,
then should we remove it from Xp;q1,..., Xn?

In Figure 1 we schematically illustrate the potential outcome of the machine learning WP. If
we try to include only the stationary clusters® the fraction of training may be fairly low while for
the temporary clusters, it seems reasonable that we must at least monitor the environment at a
rate that matches the changes in the clusters. We point out again, that in contemporary literature,
there are no attempts to build a CCD so therefore Figure 1 is merely representing our expectations
of the outcome.

3.4 WP3: Application to Cellular MaMIMO Systems and COMP

A CCD opens up a wide array of opportunites and below we mention the aspects for system design
that we intend to work on within the project

e Assume no BS coordination (i.e., no COMP) and a MaMIMO antenna in the cell center.
In the system there are K users requesting service and the BS knows their locations. The

3Also the stationary clusters show some random variations in their path-losses, and can be obstructed at parts of
the course of the day. This explains why repeated training is needed at all for stationary clusters.
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problem to be dealt with is to schedule these K users over space, time, and frequency. In a
fashion similar to the discussed example in Section 3.1, we seek to develop an algorithm that
spatially multiplex as many users as possible onto the same time-frequency resource while
at the same time guaranteeing that no spatially multiplexed users are sharing any clusters.
As K grows and the environment is rich so that there are a multiple visible clusters at each
location, the dimensionality of the scheduling problems grows which calls for the development
of low-complexity scheduling methods.

e The system can be made more efficient if we allow small groups of users to share the same
cluster, but use beamforming techniques to spatially separate the users within the groups.
Beamforming requires the users to send orthogonal training signals so that instantaneous
channel estimates are facilitated. However, users that belong to different groups can send
overlapping training signals since they do not share any clustes and can therefore be resolved
at the BS side. This greatly reduces the overhead due to training. However, the scheduling
problem at the BS complicates. For a given size of the group size we aim at developing a
low-complexity scheduling algorithm that maximizes the spectral efficiency.

e In a system design where downlink transmission relies on the CCD there is very little pilot
contamination. The reason is that given the user location there is no need to transmit any
training signals. However, pilot contamination is caused by training signals, thus, there cannot
be any pilot contamination since there is no training. However, for two users in different cells
that are on the cell edge close to each other, it is likely that the clusters to these two users are
the same. In a COMP setting this problem can be alleviated. If the BSs are interconnected
via a backhaul network, and BSs have location information of their respective users, then
one can ensure that two users that are physically close are not multiplexed over the same
time-frequency resource. Alternatively, the BSs can request orthogonal training signals from
close-by cell edge users. Altogether, with appropriate CCD-enhanced system design, there is
good hope that the problem of pilot contamination can be almost entirely eliminated.

3.5 WP4: Application to PLS

As already discussed, the CCD can be utilized to detect active eavesdroppers and thereby improve
PLS (physical layer security) properties. We shall assume a sitation where the user can securely
communicate its location to the BS - this can for example be made under the security that PLS
offers. The user is now transmitting a training signal to the BS. With a CCD, the BS can compare
the measured channel response from the user with the CCD entry. The BS cannot beamform in
the direction of the channel response, since for all locations that share clusters with the user, an
eavesdropper can overhear the transmission. Therefore, the BS removes the directions predicted
by the CCD from the channel response, and beamforms in the direction of what remains - this is
the instantaneous direction. An eavesdropper that is not positioned very close to the user cannot
overhear this transmission.

As a remedy, the eavesdropper transmits a training signal of its own that overlaps with the
one sent from the user. If this signal goes undetected by the BS, then the signal will be partly
beamformed to the eavesdropper and the transmission is not secure. However, with a CCD the
situation is improved. If the incoming signal to the BS during the training phase is from directions
that do not coincide with the directions predicted by the CCD, the BS can declare an attack and
terminate the transmission. However, it is an open question how well this detection scheme will
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work in practice and also how large role normal intercell-interference will play. This WP aims at
researching the usefulness of the CCD within a PLS MaMIMO context.

4 Significance

A weakness of traditional MaMIMO systems is that they usually operate in TDD model. How-
ever, contemporary systems are mostly FDD based. This project aims at relaxing the TDD mode
operation of MaMIMO into arbitrary operation. Therefore the project is of high economical value
for Swedish industry. Further, the research of BSs that can learn its environment, and thereby
integrate many different technologies within the same framework, is a new direction within wireless
communications and is an interesting, timely, and very relevant research field on its own right.
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