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Abstract

We consider status updates exchanged between a transmitter and a legitimate
receiver, also including an eavesdropper that captures pieces of information.
In the absence of such a threat, the connection between the transmitter and
the receiver is controlled by the transmitter with the aim of delivering fresh
information at the receiver’s side quantified through the age of information.
Due to the presence of the eavesdropper, the transmitter may further tune the
generation rate of status updates to trade off the ages of information acquired
by the eavesdropper and the receiver, respectively. We combine both objectives
according to a Bergson social welfare framework and we solve the problem of
finding the optimal generation rate as a function of the probability of data
capture by the eavesdropper. We consider the age of information minimization
task in the context of queuing systems, at first assuming equal service rates at
the legitimate receiver and the eavesdropper, then analyzing scenarios where the
eavesdropper’s service rate is different. This enables us to derive notable and
sometimes counter-intuitive conclusions, and possibly establish an extension
of the age of information framework to security aspects from a performance
evaluation perspective.

Keywords: Age of Information; Data acquisition; Modeling; Communication
system security.

1. Introduction

Age of information (AoI) has become a performance indicator adopted fre-
quently to quantify the freshness of status updates from remote transmitters [1,
2]. Many sensing applications are required to track real-time content and, more
than the average delay or the sheer throughput, their most important require-
ment is that the exchanged data be fresh.
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Whenever a transmitter and receiver exchange status updates, the value of
Aol at the receiver is [3]
6(t) =t —o(t) (1)

where o(t) is the instant of reception of the last update. As normally done in this
kind of analysis [4, 5], we consider zero propagation delay in the exchange, so
time instants can be indifferently computed at the transmitter’s or the receiver’s
side. Note that considering a nonzero propagation delay results in a shift of
the service time. Moreover, the impact of propagation delay has already been
analyzed in [6] and is out of scope for this paper. We also adopt a generate
at will model, implying that every update, when generated at the transmitter’s
side, conveys fresh information [7].

Queueing systems are among the first models investigated under this lens,
already in some seminal papers on the topic [3]. Even the study of a simple
M/M/1 queue highlights the following important conclusion. If the transmitter
generates updates with exponentially independent and identically distributed
(i.i.d.) inter-generation times, with tunable rate A\, and the service of the queue,
also a memoryless process, has rate p, so that the offered load is p = A/p,
the lowest Aol is achieved at a certain intermediate value in the stability range
p € [0,1). This is less straightforward than the delay- or throughput-optimizing
conditions that are p — 07 and p — 17, respectively. This reasoning can
be extended to more complex systems by changing the queue policy [8, 9] or
explicitly including other aspects such as medium access control [10, 11, 12].

In the present paper, we add a new twist, by including a confidentiality
objective related to the adversarial presence of an eavesdropper. To frame the
problem in a classic setup, we consider a transmitter owned by Alice sending
status updates to Bob, who plays the role of a legitimate receiver. Alice can tune
the generation rate of update packets and the service procedure is according
to a standard M/M/1 queue with first-come-first-served (FCFS) policy [13].
However, in addition to the aforementioned actors, an eavesdropper is present,
aptly named Eve, who has the ability to capture information sent by Alice
to Bob. All updates from Alice are received by Bob, but each of them has
probability 8 € [0, 1] of being eavesdropped by Eve.

We assume that Alice is aware of Eve’s presence and knows the value of 3
2. This changes the objective of the exchange from just sending fresh updates
to Bob, to also including a further goal of leaving only stale information to
Eve [14, 15, 16]. We analyze and simulate the scenario where Eve’s and Bob’s
queues have the same service rate © = 1. Then, we also consider the case where
the service rate in Eve’s queue is either higher or lower than the service rate in
Bob’s queue.

Thus, the first contribution of this paper is a reformulation of the problem
with a new objective function that chooses a point over the Pareto frontier of

2We remark that, in most scenarios, it is unlikely that Alice learns the specific packet
captured by Eve. So, we adopt a worst-case approach for Alice and Bob, where they only
have access to the statistical behavior of Eve.



these two contrasting objectives according to Bergson’s theory of social welfare
[17]. This allows for an extension of the analytical framework to determine how
the optimal transmission probability is influenced by Eve’s probability of data
capture.

The second contribution is the analysis of the optimal transmission rate
when the attacker and legitimate receiver queues have different service rates,
which leads to some interesting and non-trivial conclusions about how Alice can
counteract the presence of Eve.

Finally, we discuss quantitative results and highlight important conclusions,
such as the optimal transmission probability chosen by Alice being, under proper
conditions, a decreasing function of the probability S of data captured by Eve.
In general, our investigation may set the basis for the extension of the Aol
framework to security issues with analytical instruments.

The rest of this paper is organized as follows. In Section 2, we discuss models
from the literature for Aol of queuing systems, since our analysis piggybacks on
them, and we also review the (actually few) efforts made to conjugate Aol and
security aspects, especially for what concerns covert communications against
eavesdropping. We present the system model in Section 3; at first, we identify a
trade-off between minimizing the Aol of the legitimate receiver and maximizing
that of the eavesdropper, and then we solve it through an entirely analytical
framework. Section 4 presents numerical results. Finally, we conclude in Section
5.

2. Related Work

Many studies evaluate Aol in queuing systems, for various settings but espe-
cially based on classic memoryless systems with various disciplines [12, 18, 19].

The FCFS M/M/1 queue presents a compelling behavior for what concerns
its Aol. In a stable system for which the arrival rate A and the service rate p
satisfy p = A\/p < 1, the highest throughput is achieved whenever p approaches
1, whereas the delay is minimized when p is close to 0. Conversely, Aol can be
optimized by offering traffic in an intermediate condition, even though the server
is slightly biased towards being busy over being idle and so the optimal load
factor p is actually po ~ 0.531 [3]. In other words, optimizing Aol in an M/M/1
queue implies seeking non-aggressive management, where X is significantly lower
than p, so there is already a self-limitation imposed on the data generation.

This and other quite elegant analytical results presented by Kaul and Yates
in [3], and subsequent contributions [20], are important sources of inspiration
for the present work. In particular, the full expression of the average Aol A =
E[4(t)] for an M/M/1 queue with FCFS policy is [3]

A:A(E[XT]JFE[X?}/z)=i<1+;+1p_2p>, (2)

where random variables X and T are the interarrival time and system time of
an update packet, respectively.



Some side remarks involve that there are substantially equivalent expres-
sions, at least for what concerns the extensions meant in the present paper,
to the cases of M/D/1, D/M/1, G/M/1, and so on, as well as with switching
the discipline of the queue to last-come-first-served (LCFS), adding preemption,
and more [9, 12, 18, 21]. For the purposes of our study, we will just deal with
the simpler M/M/1 queue, even though the analysis can be promptly extended
to other kinds of queues.

Security issues are rarely explored together with Aol, and most of the studies
consider adversaries that resort to jamming [22, 23]. Hence, the objective of the
attackers is seen as increasing Aol of legitimate communication, as opposed
to capturing information for themselves. In this sense, these frameworks are
prone to investigations through adversarial game theory [24, 25], by considering
a maximizer of Aol, as opposed to the legitimate transmitter being a minimizer.

Instead, the subject of confidentiality is seldom explored together with Aol,
despite many mission critical applications relying on timely exchanges, which
an attacker may want to intercept, forge, or modify. This would be inherently
different from jamming, and likely incompatible with it [26].

Among the few contributions on this matter, [27] proposes Aol as an inte-
grated indicator of the quality of service and security to discriminate the validity
of a hash key in urban rail communication-based train control data communi-
cation systems. However, Aol is not used as a performance metric, but rather
as a tool to improve secrecy, and it is only regarded from the perspective of
the legitimate users. In [28], instead, a generic Internet of Vehicles network is
investigated and a vehicle-assisted batch verification system is adopted. Here,
Aol is used as a quantitative indicator of security, but the scenario considers
sybil attacks and not eavesdropping.

In [29], the transmission system considers various scattered packets with
some network coding connecting them, so that the receiver can decode the
message after receiving k packets out of n, but with the additional objective of
preventing an eavesdropper from decoding that number of packets first. The
focus of their analysis is therefore to exploit a proper inter-dependence among
the packets, whereas in our analysis we take a more general stance where all
packets are independent in content (and possibly, independently eavesdropped
as well).

Physical layer security techniques to achieve protection against an eaves-
dropper, also considering Aol in the analysis, are introduced in [30], where a
framework for covert full-duplex communication in block Rayleigh fading chan-
nels is proposed, with a requirement on information freshness. This means
that artificial noise is transmitted to confuse the eavesdropper and the trans-
mit probability of the informative signal containing status updates is adjusted
to maximize the error probability of detection at the eavesdropper, yet subject
to a constraint of minimum average Aol. While the model is unlike ours, one
can see some resemblance to our analysis, in that the goal of contrasting the
eavesdropper should not prevent the transmitter from sending informative sta-
tus updates every now and then. However, in our approach, there is no injection
of additional noise and the average Aol is minimized rather than just being a



constraint.

On this same line, [31] also considers Aol minimization in a covert communi-
cation between a transmitter and its legitimate receivers when an eavesdropper
is present in the area. The scenario is still from a physical layer perspective,
i.e., focusing on the uncertainty about the physical locations of the eavesdrop-
per and using successive interference cancellation for non-orthogonal medium
access. The optimization also considers how to regulate the transmit power of
the legitimate communication, to ensure negligible probability of interception
by the eavesdropper, in addition to whether to transmit or not. This leads
to a completely different analysis from ours, where once again Aol enters the
model just through a constraint, however, considered here as applied to all the
legitimate receivers.

In [14], the approach is more similar to ours, since that paper also deals with
the optimization of status update scheduling against an eavesdropper. However,
it makes different assumptions from our scenario: in particular, the eavesdrop-
per is subject to energy harvesting constraints and the transmitter is aware of
the specific Aol value achieved by the eavesdropper at all times, which allows
for a stateful policy to be derived as the solution of a Markov decision process.
In the present paper instead, we assume that the transmitter is only aware of
the probability that the eavesdropper captures a packet, but not whether it
succeeds on a per-packet basis. A further difference is that the authors of [14]
consider a specific tradeoff between the two objectives, i.e., they minimize Aol
of the legitimate communication but consider Aol of the eavesdropper as a con-
straint, i.e., it must stay below the pre-defined threshold. Clearly, this imposes
a threshold behavior in the stateful policy. Conversely, we also consider these
different objectives but the mediation between them is made tunable through a
parameter.

The closest contribution we can find to our proposed approach is [15], where
authors study the problem of maintaining information freshness under passive
eavesdropping attacks. They consider a scenario where a source sends its latest
status to an intended receiver while protecting the message from being over-
heard by an eavesdropper, and define two Aol-based metrics to characterize
the secrecy performance of the considered system. Also akin to our analysis,
they obtain similar performance curves, on which they find the optimal data in-
jection rate. However, some notable differences make our analysis simpler and
more general. First of all, they consider a discrete time axis and assume stateful
scheduling, which allows for an optimization of the transmission rate [7, 18]. In
our approach, we tune the arrival rate A of the queue a priori and, since A is a
continuous variable, our linear optimization is without any discretization effect.
Moreover, they consider a tradeoff between the Aol performance at the intended
receiver and at the eavesdropper, based on their difference. Instead, we inves-
tigate this from a wider perspective based on Bergson’s theory of social welfare
[17] that allows us to weigh the importance of contrasting the eavesdropper
versus obtaining fresh information at the receiver.

Combining conflicting objectives into a single function according to Berg-
son’s approach predates but is actually similar to the better known contribu-
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Figure 1: Queuing system with a transmitter (A), a legitimate receiver (B), and an eaves-
dropper (E).

tion of Nash bargaining [32]. Our specific choice corresponds to a product (that
can be changed into a linear combination through logarithmic transformations)
where exponential coefficients are tunable. The underlying point is that neither
of the objectives can dominate over the other in a Pareto sense, but focusing on
their product identifies a specific point on the Pareto frontier.

3. System Model

We consider a system as depicted in Figure 3, where Alice (A) is a transmit-
ter sending status updates to her receiver, Bob (B). Alice can tune the genera-
tion rate of update packets and the service procedure is according to an FCFS
M/M/1 queue. Within this scenario, we also include Eve (E), an eavesdropper
that may capture data packets sent by Alice to Bob.

In the absence of Eve, Alice’s objective would be to minimize Bob’s Aol, to
keep the information available to him as fresh as possible. If the presence of
Eve is known, Alice may adjust the generation rate of status updates to cause
the data captured by Eve to be stale. We will quantify this through Eve’s Aol.
Therefore, Alice seeks a tradeoff between two objectives, i.e., minimizing Bob’s
Aol while at the same time maximizing Aol at Eve’s side.

A typical real-world scenario that could be cast into our system is rep-
resented, for instance, by an open communication environment, which makes
wireless transmissions more vulnerable than wired communications to malicious
attacks [16, 33]. In particular, an eavesdropper can manage to intercept data
whenever Alice and Bob cannot establish a secure communication channel.

The connection between Alice and Bob is expressed by an M/M/1 queue
with FCFS discipline, that is, Alice generates packets according to a Poisson
process of rate A and the service time of Bob’s queue is exponentially distributed
with unit rate, providing an offered load p = A. It is not restrictive to normalize
Bob’s service capacity, otherwise, all the results can be rescaled by the service
rate. The channel between Alice and Bob is taken as error-free so that every
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Figure 2: A possible realization of the instantaneous Aol process for Bob (in blue) and Eve (in
red). Packet arrival instants from the source, Alice, are marked by circles, white for ; = 0,
red for £; = 1, i.e. the packet j is eavesdropped by Eve.

update packet sent by Alice is correctly received by Bob. However, note that
our framework can accommodate losses by adjusting the offered load p.

We consider that each update packet generated by Alice at a random time
t; might be eavesdropped by Eve. This happens according to a binary random
variable &; € {0,1} that follows an ii.d. statistics, i.e., & can be either 1,
implying that packet j is eavesdropped with probability 8 € [0,1], or 0 with
probability 1—3. Consequently, we refer to 3 as the eavesdropping probability,
and it follows that the average fraction of packets captured by Eve is also equal
to 5. Moreover, packet arrivals at Eve’s queue follow a Poisson process with rate
BA. Akin to Bob, Eve queues her packets in a FCFS M/M/1 queue with service
rate u. The load factor in the channel between Alice and Eve is nn = A/ p.

This configuration results in distinguishing between Bob’s and Eve’s Aol.
The former denotes the instantaneous freshness of data legitimately exchanged,
and is defined from (1) as

(5B(t) :t—O'B(t), O'B(t) :max{tj tti+ oy <t}, (3)

where y; is the service time of the j-th packet at Bob, while the latter is written
as
(SE(t) :t—O'E(t)7 O'E(t) :max{tj th+'Uj < t, fj = 1}, (4)

with og(t) being the instant of reception of a packet that is also captured and
processed by Eve, with v; the service time at Eve. The instantaneous Aol at
Bob and Eve is shown in Fig. 2.



3.1. Confidentiality Aware Objective Function

In our first scenario, Alice is the only intelligent agent, since she can choose
her transmission rate A, while Eve and Bob are passive entities. Alice is aware
of Eve’s presence and knows the value of 5. The presence of an eavesdropper
who captures a fraction of the transmitted packets implies that Alice wants the
information available to Eve to be as old as possible, in addition to minimizing
Bob’s Aol. Therefore, Alice has two competing objectives described by the utility

functions )
A= —— \) = Ar(N), 5
mO) =gy ) =B )
where to avoid troubles with infinity, we upper bound the average Aol value,
ie.,
Ap(A) = min{Ag(A), M}, Ag()\) = min{Ag(\), M}, (6)

with M being a properly large value, and Ag(\) = E[dp(¢)] and Ag(N) =
E[dr(t)] representing the expected Aol of Bob’s and Eve’s, respectively. So, in
the analyzed scenario the average Aol is probabilistically upper bounded by M,
whose value should be chosen to obtain a low probability P[Ag(A) > M] for
either A close to 0 or 1, and a low probability P[Ag(\) > M] for A close to 0 or
i. We took the expressions of the utilities in (5) in agreement with the utility
functions being generally taken as quantities to maximize [34]. However, as will
be clear later, this choice is entirely modular, as the tradeoff between the two
objectives can be tuned by a specific parameter, and it does not quantitatively
affect the result.

Finally, note that setting an upper bound to the Aol at Eve, so that Ag
saturates to M, implies the existence of a minimum service rate value, below
which Ag never falls below M. To make our analysis meaningful, it is therefore
necessary to choose the value of M opportunely, or, equivalently, to verify the
performance of the system only for values of p above the minimum service rate.
Thus, we write the following theorem.

Theorem 1. For a given M, the minimal service rate po that guarantees Ag(\) <
M for some X € [0,1] is

Nozﬁy (7)

where Ag = 3.484 is the minimal average Aol for a unitary service rate obtained
when A = pg = 0.531, as proved in [3].

Proor. Following the results obtained in [3], the load factor that minimizes
the average Aol is computed seeking for the only solution in the interval [0, 1]
of the 4th degree equation n* — 21> 4+ 72 — 2n—1 = 0, that is = py, which, for
a generic service rate u at Eve, gives Ag = Ag/p. So, in order for our analysis
to be meaningful (i.e., Ag is not saturated to M for every choice of A and f),
the minimal average Aol must be below M, so the service rate p must be such
that

. Ag
m)}nAE()\) = <M (8)



is satisfied. Therefore, the minimal service rate o is given by (7).

From Alice’s perspective, it is beneficial to increase either of utilities u;
and ug, or both. However, these are contrasting objectives since Alice cannot
prevent Eve’s eavesdropping, therefore a packet that is meant to refresh the
status at Bob’s may also lower Eve’s Aol if captured. To combine the two
competing utilities of (5), we reformulate the problem defining a new objective
function that sets a precise value on the Pareto frontier created by u; and uo,
i.e., the set of values for which u; cannot be increased without lowering wus, or
vice versa. This choice is made following Bergson’s approach [17], where an
ultimate objective function f is chosen as a weighted product between the two
utilities uy and wg, i.e., a modified Nash bargaining solution [32]

Ag())

FO) = i (V)] uz(N) = B+

(9)

with a € (0, +00) being a parameter that controls the trade-off between u; and
ug. In the choice of the exponent of w;, we must assume that this objective
cannot be eliminated; otherwise, we would reach a trivial allocation where Alice
never updates. This would consistently obtain a very high Ag(A) but would also
have Ag(A) to grow indefinitely, which goes against the motivation of the setup
in the first place. Thus, the objective of delivering fresh data to Bob cannot be
avoided and the exponent in the trade-off must be greater than or equal to 1.
Hence, we write it as a + 1, where the larger a, the more important w; versus
ug in the trade-off. Moreover, a — +o0o corresponds to ignoring the presence
of Eve, while a — 0" means that the threat of the eavesdropping receives the
highest importance, and Alice just wants to minimize the ratio Ag(\)/Ag(\)
instead of Apg(A) itself. The specific choice of a governs the selection of the
optimal point in the Pareto frontier.

3.2. Optimal Offered Load

The full expressions for Ag(A) and Ag()), considering a unitary service rate
for Bob and a service rate indicated by u for Eve, are computed from (2) as

AB(}\) = + A + 1—-X when '< ) (10)
+oo otherwise,
for the legitimate channel between Alice and Bob, and
11, BN
Ap(h) = +ax t Eiten when S\ < a1)
+oo otherwise,



for the eavesdropper channel between Alice and Eve. The optimal transmission

rate A\ maximizing the objective f(\), when Ag(\), Ag(X) < M, is

Agp(N)

A\ = argmax f(\) = argmax ————-—
g)\ F(N) g)\ [Ap(\)]et!

141 4 B2
w + BA + w2 (p—PBX)

(53 )\3 _62 )\2 +u3))\a (1 _ )\)a-{-l
= arg max e
A Bpt(p—BA) (M= A+ 1)

One can solve (12) by computing the derivative of f(\). Notably, when 8 — 07,
the derivative f’(\) approaches

g =A%)

"(A) = , 13
F AB (A3 — A2 4+ 1)*F? 13)

where g(A) is the 4-th degree polynomial
g\ = (a+2)(A* =233 + 2% — (2a + 1)\ +a. (14)

Therefore, when 8 — 07, the optimal load factor at the limit is obtained as
the only real solution of g(\) = 0 in the interval (0,1). The function g(\)
is continuous in the interval (0,1) and takes values of opposite sign at the
boundaries
9(0)=a >0, (15)
g(1)=—(a+1) <. (16)

According to the Bolzano theorem, a real value A € (0,1) such that g(A) = 0
must exist. Moreover, the first order derivative of g()\) is

dN)=22(a+2)A—1)(2A—1) —2a— 1, (17)

which is negative for every A € (0,1). Consequently, the solution )\ is unique
and can be found numerically. For example, in the case of a = 1, we have

30 -2)(\+1)+1=0, (18)
and the solution is found at A ~ 0.389.
When Ag > M and Ag < M, then

A* = arg max

M :
\ W = arg;nm AB =0.531 , (19)

where the last step follows from the results in [3]. In the opposite case, in which
Ag < M and Ag > M, we have

x Ag(})
Y= arginax s

=argmax Ag(A) =0. (20)
A

10



Note that it may be convenient for Alice to saturate the value of A, i.e., obtain
the highest possible value Ag = M, while keeping Ag < M, when possible, as
better explained by the following theorems. We remark that the value of Ag
can be saturated by choosing a high or low enough transmission rate only when
Eve’s queuing system is M/M /1 with FCFS policy, and there is no preemption
or packet dropping.

Theorem 2. Given the system parameters M and a, for every u > pg as de-
rived in Theorem 1, there exist two values of ) such that Ag = M. We indicate
with n= € [0, po) and n™ € (po, 1] these two values, and we have that

Ap(\) =M <= nel0,n7JUl", +o0). (21)

To each value of n~ and nt are associated two functions, respectively,

—(g) = M1 gy — M
AT(B) = 5 A (8) 5 (22)

such that, for a given (3,
(A=2®) v (A=2"®) = A\ = M, (23)

PROOF. We can equivalently express Ag()\) as a function of 7 instead of A, and
we have that Ag(n) is a convex function of 7 in the interval [0, 1], with minimum
for n = pg and Ag(n) — oo at the boundaries. Moreover, p < pg guarantees
that Ag(n) < M for some 1 € (0,1). Thus, n~ € [0, pg) and 5+ € (po, 1] always
exist. Moreover, given 1~ and 7T, the transmission rates A~ (8) and AT (3)
that guarantees Ag = M are obtained from 7~ = B\~ /u and nt = BT /u,
respectively.

Furthermore, we observe that there are certain conditions on S and p for
which the optimal transmission rate is py (i.e. Bob’s optimal transmission rate
in the absence of Eve) that allows for the lowest value A, for his average Aol
These conditions are summarized in the following theorem.

Theorem 3. Given M, the optimal transmission rate is \* = pg when any of
the following conditions is met:

o) (B=p) N (p<l),

b) B<B™ =" /po,

¢) (B> 8" =pn™/po) N (1< po),
where a) yields to Ag(\*) = Ap(\*) = Ag, while when b) or c) hold we
have Ag(\*) = M (i.e., Eve’s Aol saturates to the highest possible value) and
AB(\*) = Ag (i-e., the lowest possible value for Bob’s Aol).

ProOF. Concerning condition a), from (12), considering 1 = 3, we obtain
1 1

A = argmax — ——— = argmin Ag(\) = pg , 24
gmax 5 Ay 81 B(A) = po (24)

11
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Figure 3: Objective f(X), as a function of the transmission rate X, for different values of
eavesdropping probability 8, with weight @ = 1 and M = 20. The black line connects the
maximizing points A*. The dashed black line reports A = 0.389.

and ) = A/ = \* = py, which implies Ag(A\*) = Ag(\*) = Ag. Instead,
for condition b) we have that for any value of p there exists a low enough
value 8~ of the eavesdropping probability below which Alice acts as Eve is not
present. This value can be found solving A= = un~ /8 = po, for B that gives
B~ = pn~/po. Similarly, for ¢) we find 8T from AT = un*/8 = po.

4. Numerical Results

In this section, we present quantitative evaluations to express the conse-
quences of what has been derived in Section 3 for a scenario involving the
interplay of Alice, Bob, and Eve.

We assume that the only active agent is Alice, who also knows the eaves-
dropping probability 5. At first, we study the case where the service rates of
Bob and Eve are the same, with both unitary values. Then, we consider the
case where Eve’s normalized service rate y is different from that of Bob, and we
analyze both situations of 4 < 1 and p > 1.

12



4.1. Equal service rate

We discuss how the optimal transmission probability A*, obtained maximiz-
ing the objective function f(A) in (12), is influenced by Eve’s probability of data
capture § and the trade-off parameter a when p = 1.

If Eve does not intercept any packet, i.e., § = 0, we expect \* = 0.531,
which is the Aol minimizing value for the transmission probability with nor-
malized service capacity [3]. When each packet is independently eavesdropped
with probability 5 > 0, and pu = 1, we expect that the optimal transmission
probability decreases, therefore A* < 0.531 for any value of 3. For this reason,
in the results that follow, the areas corresponding to \* > 0.531 are shaded.

Figure 3 shows the objective function f(\), as a function of A for different
values of § when a = 1. The black line connects the maximum point of each
curve, reached when A = A*, while the dashed black line reports the value
A = 0.389. First of all, the curves are bell-shaped with a very pronounced
maximum when 3 is small. When f rises, the curves get flatter; in fact, when
B tends to 1, Ag and Ag get closer, and Alice has narrower margins to trade
between these objectives. When A = 1, all the curves go to zero. As the black
line in Figure 3 shows, the value of A* tends to 0.531 as (3 increases, and decreases
with 3, tending towards the vertical asymptote at A < 0.531, displayed as the
black dashed line in the figure, whose numerical value is the solution of (17).
However, when § is very low, \* = pg, as anticipated in point b) of Theorem
3. For the specific case of this figure where a = 1, u = 1, the asymptotic value
shown by the vertical dashed line is A = 0.389.

Interestingly, the lower (3, the lower A\*, which, at first glance, may seem
counterintuitive, yet this behavior has the following explanation. If 8 tends
to 1 the eavesdropper intercepts almost every packet transmitted by Alice, so
the only sensible objective for Alice is to keep Ap low, which is achieved by
choosing A = 0.531. If S decreases, the second objective takes over, and Alice
transmits less frequently, choosing A < 0.531, to prevent Eve from intercepting.
However, when g < 87, Bob saturates Eve’s Aol choosing \* = pg, as pointed
out in Theorem 3. In particular, for y = 1 we have n~ = 0.0531, so 8~ = 0.1.
Above all, if Ag is low and Ag high, Alice should wait before transmitting a
new packet because the effect can be to reset both Ag and Ag. As a side note,
in our analysis, Alice only chooses the transmission rate A, and she does not
perform a real-time optimization based on the instantaneous values of the Ag
and Ag. Yet, it is expected that in a stateful optimization [7, 15] (left for future
research) this phenomenon will be seen with even more clarity.

Fig. 4 shows the optimal transmission probability A* as a function of g,
for different values of a. One can see that the optimal value \* moves toward
A~ (B) = n~ /B when a tends to zero, for every value of 3, provided it is less
than 1. In other words, if the main objective for Alice is to have a large ratio
of Eve’s Aol versus Bob’s, and Eve is rarely capable of eavesdropping data, the
best strategy for Alice is also to update more rarely and, thus, saturate Eve’s
average Aol. Conversely, when the value of @ rises, A* tends to 0.531 for every
B. When 8 =1, A* =0.531 for all a > 0.
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values of weight a, with service rate at Eve p = 2 and M = 20.

Fig. 5 shows the objective function f(\) evaluated at the optimal transmis-

sion rate \*, as a function of a, for different values of 8. Since 5~ = 0.1, all the
curves for § < 8~ are identical to that for 8 = 0.1 (the blue curve), that is
_ N AV
BB = fOV) = flp) = srsr (25)

4.2. Higher eavesdropper service rate

When the service rate p at Eve’s queue is higher than Bob’s service rate, i.e.,
@ > 1, then as 8 tends to 1, there is no value of A € [A\T,1] such that Ag = M.
This happens because Eve’s queue is always faster than Bob’s, and therefore,
even when £ is high, the latter cannot make Ag saturate while at the same time
keeping his queue stable.

Figure 6 shows the optimal transmission rate A*, as a function of the capture
probability S, for different values of a, with service rate at Eve 4 = 2 and
M = 20. We see that, for § = 1, the curves do not converge to the point
(1,0.531) and are more flat than those in Figure 4. Moreover, the optimal
transmission rate \* is strictly below py for every § > 5~ = 0.098. When
B < B~, we have that \* = pg, as proved in Theorem 1. Finally, when [ is
low, then \* is equal to A~, depicted by the blue dashed curve. Also \* moves
toward the A~ (3) curve when a goes to zero, for every 8 > 5.
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4.3. Lower eavesdropper service rate

We analyze the case when Eve’s service rate p is lower than Bob’s service
rate, i.e., 4 < 1. Since in Theorem 3, the condition c) is valid only when p < po,
we distinguish between two operational cases, u = 0.7 and p = 0.4.

Figures 7 and 8 show the value of \*, as a function of the eavesdropping
probability S, for different values of a, M = 20, and when Eve’s service rate is,
respectively, p = 0.7 and i = 0.4. As proved in Theorem 3, and as already shown
for > 1, we have that for § < g~ the optimal transmission rate is \* = py.
The values of 8~ for y = 0.7 and p = 0.4 are, respectively, 0.102 and 0.108. In
both figures, we can see that the optimal transmission rate coincides with pg also
when 8 = p, as proved in Theorem 3, and in this case Ag(\*) = Ag(\*) = A,.

When p = 0.7, from Figure 7 we see that as a tends to zero, the value of
A* tends to A7(B) for B € (87, p), and to AT (B) for B8 € (u,1]. We note a
similar behavior when p = 0.4. In fact, from Figure 8, we note that \* tends
to A=(B) for B € (B, ), and to AT (B) for B € (u, BT), with 37 = 0.656°. For
B > BT the optimal transmission rate is A\* = po. Thus, when Eve’s service

3We remark that u = 0.4 is the only case among the analyzed ones, where 81 < 1. In fact,
a sufficient condition to obtain A1t < 11is u < po.
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rate is lower than pg, Bob’s can saturate Eve’s average Aol and obtain the best
possible average Aol for his queue, when the eavesdropping probability is either
sufficiently low or sufficiently high, i.e., 8 € [0,57]U[8T,1].

4.4. Comparison

Finally, we compare the optimal transmission rate obtained with different
values of the eavesdropping probability 8 and Eve’s service rate p € [0.1,1.2].
Figure 9 shows A\*, for different values of 5 and g, when a = 0.1 and M =
20. The dashed line represents 8 = p. We can see that for 4 < 0.2 Bob
chooses to transmit with A\* = pg for any 5. This is due to the notably low
service rate of Eve. Consequently, Eve does not pose any substantial threat
to Alice and Bob. In response, Alice tends to overlook her presence and opts
to transmit with the optimal A in the absence of Eve. When p increases, Bob
chooses \* = pg only for = p, or for sufficiently high or low eavesdropping
probability, i.e., 3 < 8~ A8 > B*+. Indeed, when 3 = u, the offered load at
Bob and Eve is equivalent. Consequently, Alice ignores Eve and transmits at
rate pg. This pattern also holds for extremely low 3, where Eve’s presence holds
little concern for Alice, as well as for exceedingly high 3, where Eve eavesdrops
numerous packets. In such a scenario, Alice finds herself unable to mitigate this
effect, leading her to focus solely on optimizing Bob’s Aol. Lower values for the
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transmission rate are chosen by Bob when p < 3, while higher values are chosen
when pu > .

A similar observation arises looking at Figure 10, which shows the ratio
between Bob’s average Aol, i.e., Ag(A\*)/Ay, for different values of the eaves-
dropping probability 5 and Eve’s service rate pu, when a = 0.1 and M = 20. A
high value of the ratio means that the performance achieved by Bob in terms
of average Aol is degraded by the presence of Eve. We see that, when Bob
chooses \* = pg, the ratio is 1, while when A\* differs from the optimal one in
the absence of Eve the ratio value increases and, therefore, the performance is
worse. Finally, from Figure 10 we note that the average Aol at the legitimate
receiver is degraded with respect to the case where no eavesdropper is present,
and the impact of this is strongest when the service rate of Eve is approaching
the eavesdropping probability (from the left).

5. Conclusions

We have analyzed a scenario of status updates between a transmitter and
a legitimate receiver, considering the presence of an eavesdropper that is some-
times able to intercept data packets. For this purpose, we leveraged existing
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analytical results for queuing systems [3, 20], where Aol is computed as a func-
tion of the data injection rate by the transmitter.

We assume that the transmitter is aware of the eavesdropper and wants
to set an efficient injection rate that simultaneously achieves low Aol at the
intended receiver but keeps the eavesdropper information stale. To analyze this
problem, we propose to combine both objectives according to a Bergson social
welfare framework [17], and have solved the problem of finding the optimal
transmission probability as a function of the probability of data capture by the
eavesdropper.

The main conclusion is that the additional objective of leaking only stale
information to the eavesdropper can be achieved with a proper remodulation
of the data injection rate by the transmitter [14]. Specifically, when the pri-
mary objective of the transmitter is to thwart the eavesdropper, the transmis-
sion probability approaches zero, even for minimal probabilities of data capture
by the eavesdropper. Furthermore, in scenarios where the service rate at the
eavesdropper matches the eavesdropping probability, or when the eavesdropping
probability is extremely high or low, the transmitter opts to ignore the eaves-
dropper’s presence. This decision results in achieving an optimal transmission
rate equivalent to the one in the absence of Eve. Moreover, the performance in
terms of Aol at the legitimate receiver is degraded most with respect to the nom-
inal case when the eavesdropper service rate is slightly below the eavesdropping
probability.

The present framework can be used as an adjustable approach for different
cases of interest in practical contexts. For instance, it can be open to game
theoretic extensions [25], where the strategic behavior of the transmitter and/or
the eavesdropper can be analyzed.
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