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IR & Privacy
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Generating the obfuscated queries
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𝜀 - Differential Privacy Based Heuristic Based

E.g. Using the CMP mechanism with 𝜀 = 12.5:
“do goldfish grow” —> “do xlvi grow”, “host frangieh expands”, “do goldfish grow”



𝜀 - Differential Privacy obfuscation
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Considering any pair neighbouring datasets*, D and D’, a privacy budget 𝜀 ∈ ℝ+, a mechanism is 𝜀 - Differentially 
Private if it holds:

*Datasets that differs for at most one record.

Applied to textual data:

- Embedding Perturbation: CMP (2020), Mahalanobis (2020), 
Vickrey (2021)

- Sampling: CusText (2023), SanText (2021), TEM (2023)



Heuristic based obfuscation
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Arampatzis et al. (2013)

Obfuscate original query terms with synonyms, 
hypernyms, and holonyms from Wordnet.
E.g.: 
“Cat” —> “Feline”
“Cancer”  —> “Disease”

Fröbe et al. (2021)

Generates keyword queries using a small local corpus 
to obfuscate the original information need of the user. 
E.g.:
“A user wants health advice while hiding a potential 
disease.”  submits to the IRS queries like “lower 
heart rate”, “forearm pain”, “symptoms heart 
attack”.



What is the privacy?
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Formal Privacy
Privacy provided by the 

definition of the mechanism.
(e.g. the 𝜀 in Differential Privacy)

Actual Privacy
The amount of privacy that is 

provided by the mechanism in 
reality.

Privacy



How to measure privacy?
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Formal Privacy
Privacy provided by the 

definition of the mechanism.
(e.g. the 𝜀 in Differential Privacy)

Actual Privacy
The amount of privacy that is 

provided by the mechanism in 
reality.

Privacy



Strategies to measure actual Privacy
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Adversarial Risk of Breaking Privacy
How can we model the risk?

Risk = Probability of the attack x Vulnerability x Impact
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Can the privacy metrics be good indicators for such risk?



Future directions

● Are the current measure enough to evaluate privacy?

● Do we need “human assessment” to evaluate privacy 
(e.g. Privacy relevance judgments) ?

● How can we understand if the measure is a good proxy for the 
probability of success for a class of attacks?

10



Francesco L. De Faveri 1

Guglielmo Faggioli 1

Nicola Ferro 1

1: Department of Information Engineering, University of Padova, Padova, Italy

Beyond the 
Parameters:

Measuring Actual Privacy in 
Obfuscated Texts
Thanks for the attention!

Question Time



Francesco L. De Faveri 1

Guglielmo Faggioli 1

Nicola Ferro 1

1: Department of Information Engineering, University of Padova, Padova, Italy

Backup Slides

Beyond the Parameters:
Measuring Actual Privacy in 

Obfuscated Texts



Backup 1 - DIfferential Privacy Mechanisms
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